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Document Purpose

This document proposes an amendment to the existing Identity object.
Object Proposal

Business Case

Many individuals will have more than one role across the educational establishments covered by one ‘SIF Enterprise’.  The Identity Object provides a mechanism to create a single identity for all of the different roles of an individual.  
For centralized, hosted services, the sharing of passwords between disparate systems is often made unnecessary by federated authentication technology. However, it is not always possible to federate authentication between systems when one of the systems is in a private network or the cost of deploying the technology is prohibitive. In these scenarios, SIF can be used to provide consistent sign-on through the synchronization of username and password credentials. 

The Identity object currently contains a PasswordList element to enable a publishing system to obfuscate and share passwords with subscribing systems. The ability to communicate multiple password values in a message enables the provider to encrypt a password with different keys for each consuming system. Although this slightly increases the coupling between systems, it is essential to limit the impact of encryption keys being compromised. The Password element contains three data items: an algorithm type, a key name, and the resultant transformed password. The AlgorithmType enumeration within the Password element currently contains one-way hashing algorithms and symmetric encryption algorithms. 
This proposal suggests that an asymmetric algorithm, specifically ‘RSA’, is added to the AlgorithmType enumeration to enable systems to use the more secure Public Key Infrastructure.
Time Line

Object amendment has already been developed.
The new enumeration value should be added to the SIF UK specification in the 1.3 release. 

Object Plan

Object Dependencies and Relation Map

 SHAPE  \* MERGEFORMAT 



Changes to Other Objects

No changes required.
Infrastructure Changes

No changes required.
Object Definition
Additional enumeration value:

	 
	@Attribute
	Char
	Description
	Enumeration

	 
	Algorithm
	M
	The method used to encrypt the user’s password. 
	Existing Values:
MD5
SHA1

DES

TripleDES

RC2

AES
Proposed New Value:
RSA


Issues

There is scope for adding more algorithm types to the enumeration, if required.
XML Example

An example of an Identity object using the proposed ‘RSA’ enumeration value:

<Identity RefId="2B5CCB1AC6514C658932D5A4DE846A9F">


<SIF_RefId SIF_RefObject="LearnerPersonal">3B78080EED1B47EEA5017CC5989D0CEC</SIF_RefId>


<AuthenticationSource>UKAccessShibboleth</AuthenticationSource>


<IdentityAssertions>



<IdentityAssertion SchemaName="sAMAccountName">j.bloggs</IdentityAssertion>


</IdentityAssertions>


<PasswordList>



<Password Algorithm="RSA" KeyName="EncryptionKey1">ZXdvZml3ZWgwOWYzMmotZmsw==</Password>


</PasswordList>

<AuthenticationSourceGlobalUID>E46B3457AD7B4698B1F19643214441D2</AuthenticationSourceGlobalUID>


<SIF_ExtendedElements />

</Identity>
Use Cases

Identity Object
	Use Case Outcome Goal Narrative

	End to End Goal Statement
	To allow services to share asymmetrically encrypted passwords.

	Input Choreography Expectations
	Identity object is published containing an asymmetrically encrypted password as the result of a password change. 

	Output Choreography Expectations
	The receiving system successfully updates their user credential store with the new password. 

	Summary 
	An identity’s password can be synchronized between disparate systems in a secure manner. 


	Use Case 1: BSF requires consistent sign-on between in-school LAN and Learning Platform

	1. The LAN Management SIF Agent has a private key certificate installed with it. The corresponding public key is imported into the Learning Platform SIF Agent. This facilitates uni-directional data encryption and decryption for information travelling from the Learning Platform to the LAN. 

2. User Joe Bloggs has an Active Directory account in his school LAN, and a Learning Platform account. Both accounts were provisioned using the SIF Identity object, and share the same AuthenticationSourceGlobalUID and username.

3. User Joe Bloggs logs onto the Learning Platform, and decides to change his password. 

4. The Learning Platform actions the password change on the local credential store, and needs to publish a SIF Identity object to inform the other systems. The Learning Platform then encrypts the password with a public key (or keys) appropriate to the school zone on which the data will be published, and populates the SIF Identity object with the identity details, encrypted data, and the algorithm type and key name used for the encryption. The Identity object is published to the zone. 
5. The ZIS routes the Identity object to subscribers including the in-school LAN management SIF Agent.

6. The LAN SIF Agent parses the Identity object, finding the Password element that has the correct KeyName attribute. 

7. The corresponding Password value is decrypted using the private key, and set in the Active Directory. 

8. Any other SIF Agents that receive the Identity object cannot decrypt the password as they do not have the correct private key. 

9. User Joe Bloggs can now log on to the school LAN with the same password as the Learning Platform. 








Workforce�Personal





�


Learner�Personal











Contact Personal











Identity









Page 2 of 5
Object Proposal and Plan



