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1. Introduction

This set of documents describes the SIF Infrastructure as of version 3.3.

The major driving force between the 3.3 release has been the introduction of services to
support data protection legislation . These services implement privacy requirements , that have
been captured as a contract in a Privacy Obligation Document  (POD), by sanitizing any payloads
submitted to them to confirm to the applicable POD.

1.1. Preamble

The Systems Interoperability Framework (SIF) is not a product, but a techn ical blueprint for
enabling diverse applications to interact and share data related to entities in the pK -20 and
workforce instructional and administrative environment. SIF is designed to:

>

0 Facilitate data sharing and reporting between applications without incurring expensive
customer development costs;

0 Enhance product functionality effici ently; and

>

0 Provide best -of-breed solutions to customers easily and seamlessly.

The SIF Implementation Specification defines architecture requirements and communication

prot ocols for software components and the interfaces between them; it makes no assumptio n
of specific hardware or software products needed to develop SIF -enabled applications and
middleware service implementations, other than their ability to support technolog ies leveraged
as the foundation for SIF.

1.2. Guiding Principles

The following set of guiding principles applies to the SIF 3 Infrastructure documented here : it
must :

1. Be re-usable without change to support the Data Model of any SIF locale (i.e. be
payload inde pendent).

2. Leverage functionality provided by existing infrastructure standards by ma king them
normative where possible.

3. Provide a clear transition path for current suppliers and end users

4. Lower the barrier to entry for new vendors, thereby helping to incre ase the number of
SIF infrastructure technology providers.
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5. Not drop any existing fun ctionality in the previous release which has been utilized by
significant numbers of SIF adopters, without supplying a viable alternative (this new
release must still addre ss all underlying use cases).

6. Strengthen overall data security.
7.Support Jbowxjofi ntlee operability between SUF

8. Extend the SIF standard into new developer environments such as REST  without
fragmenting SIF adopters into separa te non -interoperable communities.

If any of those requirements are not met by the SI  F 3 Infrastructure Standard, details of the
specific violation should be reported back to the SIF Association  (dba Access 4 Learning (A4L)
Community) using the specification feedback instructions contained on the A4L website.

1.3. Disclaimer

The information, s oftware, products, and services included in the SIF Implementation
Specification may include inaccuracies or typographical errors. Changes are periodically added
to the information herein. The SIF Association may make improvements and/or changes in this
document at any time without notification. Information contained in this document should not

be relied upon for personal, medical, legal, or financial decisions. Appropriate professionals
should be consulted for advice tailored to specific situations.

THE SF ASSOCIATION, ITS PARTICIPANT(S), ANIHIRD-PARTYCONTENT PROVIDERS MAKE NO
REPRESENTATIONS ABOUT THE SUITABILITY, RELIABILITY, TIMELINESS, AND ACCURACY OF THE
INFORMATION, SOFTWARE, PRODUCTS, SERVICES, AND RELATED GRAPHICS CONTAINED IN
THIS DOCUMENT FORANY PURPOSE. ALL SUCH INFORMATION, SOFTWARE, PRODUCTS,
SERVICES, AND RELATED GRAPHICS ARE PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND.
THE SIF ASSOCIATION AND/OR ITS PARTICIPANT(S) HEREBY DISCLAIM ALL WARRANTIES AND
CONDITIONS WITH REGARD TO THIS INFORMAON, SOFTWARE, PRODUCTS, SERVICES, AND
RELATED GRAPHICS, INCLUDING ALL IMPLIED WARRANTIES AND CONDITIONS OF:
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND-NBRINGEMENT.

IN NO EVENT SHALL THE SIF ASSOCIATION, ITS PARTICIPANT(S), OR DHARRTY CONTENT
PROVIDERS BE LIABLE FOR ANY DIRECT, INDIRECT, PUNITIVE, INCIDENTAL, SPECIAL,
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSSF USE, DATA, OR PROFITS, ARISING OUT OF OR IN ANY WAY
CONNECTED WTH THE USE OR PERFORMANCE OF THIS DOCUMENT, WITH THE DELAY OR
INABILITY TO USE THE DOCUMENT, THE PROVISION OF OR FAILURE TO PROVIDE SERVICES, OR
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FOR ANY INFORMATION, SOFTWARE, PRODUCTS, $HEES AND RELATED GRAPHICS OBTAINED
THROUGH THIS DOCUMENT OR OTHBERISE ARISING OUT OF THE USE OF THIS DOCUMENT,
WHETHER BASED ON CONTRACT, TORT, STRICT LIABILITY, OR OTHERWISE, EVEN IF THE SIF
ASSOCIATION, ITS PARTICIPANT(S), OR THIRD PARTY CONTENT PRORSIHAVE BEEN ADVISED

OF THE POSSIBILITY OF DAMAGES. IF YOU ARE 8ASISFIED WITH ANY PORTION OF THIS
DOCUMENT OR WITH ANY OF THESE TERMS OF USE, YOUR SOLE AND EXCLUSIVE REMEDY IS TO
DISCONTINUE USING THIS DOCUMENT.

1.4. Certification & Compliance Claims

Though a product may be demonstrated to comply with this specification, no product may be
designated as S U F C e rby an brgaeizhion or individual until the product has been tested
against and passed established compliance criteria, published separately. Or  ganizations and
individuals that are currently paying annual membe rship dues to the SIF Association and
dedicating resources to the initiative may also use the designation SIF Participantto describe
their involvement with the SIF Association and SIF in ma rketing, public relations and other
materials.

1.5. Permission and Caght

Copyright © SIF Association. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative
works that comment on or otherwise explain it or assist in its implementation may be prepared,
copied, publi shed and distributed, in whole or in part, without restriction of any kind, provided

that the above copyright notice and this paragraph are included on all such copies and
derivative works. However, this document itself may not be modified in any way, such as by
removing the copyright notice or references to the SIF Association, or its committees, except as
needed for the purpose of developing SIF standards using procedures approved by the Sli F
Association, or as required to translate it into languages other than English. The limited
permissions granted above are perpetual and will not be revoked by the SIF Association or its
successors or assigns.
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1.6. Infrastructure Artifacts Overview

The SIF3.x infrastructu re is delivered via the following set of release arti  facts.

Read This First The overview, introduction and guide to the [Anyone interested in

other SIF 3 Infrastructure artifacts. understanding the
functionality of the SIF 3
Infrastructure

Base Defines the J3corej c orThoseinterested in

Architec ture service operation framework of the SIF 3 learning about the SIF 3
infrastructure and is the base document on Infrastructure at a
which all the other infrastructure volumes conceptual level.
identified below depend. This is the
volume you are reading now.

Infrastructure Defines the complete specification (data Those interested in

Services structures, operations, and actions) for the learning about the SIF 3
set of directly accessible infrastructure Infrastructur e at a
services that together comprise the S IF3 detailed level.
Environments Provider Interface
(comparable to the SIF 2.x ZIS interface). It
details which operations must be supported
and which are optional for both the Direct
and Brokered Architecture s.

Utilities Defines the additional set of Services A reference work for
providing secondary infrastructure developers utilizing the
functionality, which are accessed identically full functionality of the SIF
to Object and Functional Services. 3 infrastructure .

When added to the Infrastructure Services,
the combination provides the complete
description of the SIF 3 infrastructure.
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data privacy and data protection .

Functional Defines the additional infrastructure pieces Those interested in
Services needed to manage jobs and route messages |defining interaction with
in-order -to support multiphase services with |more than one step or
a beginning, middle, and end . supporting a predefined
functional service .
Privacy Defines the additional set of Services A reference work for
Services providing fu nctionality around enforcing developers seeking to

comply with local data
privacy requirements and
legislation .

Experimental

A place to put 3 ™ party cutting edge
technologies that are demanded by the

Developers working on
pilot projects.

community but have not yet been proven in
the wild.

1.7.

Organization of Document

This volume, the SIF Infrastructure Specification 3.3: Base Architecture will be of interest to

technical readers, including software arc hitects, developers and integrators.
J1l ogi cal

It defines the

corej of ,whichkis &ikkzéd intbefihing dathtthe intraistctuee and

Utilities Services.

The documentation it conta ins is organized as follows:

(0]

(0]

(@]

The Introduction (1) include s material common to most SIF specification volumes

The Infrastructure Overview provides the vocabulary that will be used in this and all other
This includes the SIF 3 Environmen{2.2) which details the
message framework which underlays both Direct and Brokered Architectures. Th is

SIF3 infrastructure documents.

includes documentation of the SIF Message Exchange Patterns, and the error handling
and data security requirements, which must be supported.

Conventions, Dependencis. & Metrics lays out Normative References (3) to existing
standards, XML Namespace usage and HTTP and other conventions used in this

document are identified .

Copyright © Access 4 Learning
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0 Basic Infrastructure Framework (4) provide a component -by-component review of the SIF
3 infrastructure, and the framework for writing Application (object and functional)
services from the viewpoi nt of both Service Consumers and Providers

0 The ServiceDperations (the bulk of this document) (5) describes the operations comprising
the complete Consumer and Pr ovider interface (data structures, operations and actions)
in both a Direct and Brokered Architecture .

1.8. Document ConventiobB&finitions

The first time a term or co ncept is defined, it may be emphasized .

1.8.1. References

References to other works occurring in this text are given in brackets, e.g. [REFERENCE].

1.8.2. Terminology

The key words must, must not, required, shall, shall not, should, should not,
recommended , and may, when indicated in lower case bold, must be interpreted as
described in [RFC 2119].

1.8.3. Element Characteristics

The possible values of the 3Charj column sho
throughout this and other document s include o ne of the following pr imary (and mutually
exclusive) element characteristics:

1 M zMandatory . The element must appear whenever the complete data object is
conveyed, so they may not appear in a partial Update or where explicitly excluded
by a Query. If another message does not specify one or more Mandatory
elements, the request is erroneous.

1 Q zReQuired . If the element appears in the original Create Event or is eventually
included in an Update Event (i.e. once itis known to the Service Provider), it must
be returned in all corresponding queries as if it were Mandatory.

1 Oz Optional . The element may or may not appear in any message relating to the
object. The Provider need not support it

One or more of the following qualifiers may also appear with the above
characteristics:

Copyright © Access 4 Learning Page 9 of 103
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1 CzConditional. The element is treated as the accompanying primary
characteristic only if the specified conditions are satisfied . Otherwise the element
is omitted from the message. Specifically:

o MC z If conditions are such that the element can legally be included, it must
be

o OCzIf conditions are such that the element  can legally be included, it may
be.

1 I1zImmutable. The value of the element cannot be changed once itis supplied.

1 U zUnique. The value of this element for each object of this type  must be unique
(ex: ID)

1 N z Non -Queryable . The element value is often calculat ed (ex: an aggregate ) and
cannot be used as a search key in a conditional Query Request.

1 R ZRepeatable . The element may appear more than once

1.9. Assumptions

This is the base archit ecture document for the SIF 3 infrastructure. It is independent of both
Data Model and transport layer technology. As such, the following assumptions are made of
readers of this specification.

They have an understanding of, or prior working experience w ith, one or more of the follo wing:
6 XML, XML schema, and the role and use of XML namespaces

0 JSONparticularly as it relates to an established external  data schema.

60 HTTP and HTTPS and the security, encryption and authentication features of the latter.

0 Service Oriented Architecture (SOA) and such concepts as interface, implementation,
adapter and message queue.

6 Common middleware components including the Service Registry and the Enterprise
Service Bus (ESB), as well as the associated functionality they provide.

1.10. Version Numbers

The SIF infrastructure is completely independent of the Data Model (SIF or otherwise) which
defines the payload of the data it will carry in specific deployments. As a result, when the term
Jversion isusedbbelovws the convention s discussed apply only to the Infrastructure
version.
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The SIF Infrastructure  uses the following version numbering scheme:
major version .minor version .revision number

Major new versions typically introduce additions/changes that impact a significant percent age
of SIF-enabled applications (e.g. making previously optional elements mandatory, removal of
deprecated objects, elements or values). The first release of a major version has a minor version

of 0 (ex: 3.0); major version numbers start at 1 and are incre mented as ma jor versions are
released (1.0, 2.0, 3.0 ...).

Minor infrastructure releases typically may include minor infrastructure extensions/changes

that do not impact existing SIF -enabled applications, whether applications or middleware. The
first minor version rel eased subsequent to and within a major release has a minor version of 1
and is incremented as new minor versions are released (3.1, 3.2, ...). If a significant number of
minor release features is introduced in a specification, the SIF Associati on may decid e to
increment the minor version number by more than 1 (e.g. 3.1 to 3.5), though a number like 3.5

is not an indication of being halfway to a major release : minor version numbers may be
incremented significantly past 10 (3.10, 3.11, ...) as min or version f eatures are released.

Corrections resulting from identified errata, as well as textual changes, may be incorporated
into a revision release. These typically include minor corrections to messages or data objects,
corrections of typographical err ors, or corr ected/expanded documentation. If major errors in
any release are identified, a revision release may incorporate changes more typical of a major
or minor release. First major and minor releases have a revision number of 0, which is omitted
from the version number (3.0, not 3.0.0); subsequent revision release numbers start at 1 and
are incremented as new revisions are released (3.0.1, 3.0.2, ...).

This document pertains to the SIF 3.3 Infrastructure release.

1.11. SIR2.6Infrastructure Functionalityon carried érward

SIF 3 provides an extensive set of new infrastructure functionality when compared to its
immediate SIF 2.6 predecessor. However , several pre -existing features have been deprecated
and replaced with alternatives that address the underlyi ng use cases.

The list of functionality not carried forward  from SIF 2.x, in its earlier form, include s:

0 Selective Message Blocking capability (used to block delivery of Events so Responses to
issued Requests, could be received immediately) is gone, supers eded by the ability to
declare, assign and utilize multiple input message queues.

Copyright © Access 4 Learning Page 11 of 103



SIF Infrastructure Spe cification 3.3: Bas e Architecture Version 3.3, May 2019

0 The ability of a non -Object Provider to publish an Add, Update or Delete Object Event is
gone, superseded by the ability to send a request for the equivalent change operation
directly to the Object Service Provider . In SIF3, only the Service Provider can post Events,
and it must do that whenever there is a change to the underlying data it supports
(whether or not this change was the result of a previous request) . As a result, other
appl i cations can now J3synchroni zej t hemsel ves
arriving Event.

06 The J3Bundled Eventsji c apR.almsbeentsypersedet withdaumore d i r
gener al dmyletcitpl er eat e, upda tsendeents defieed fertale o p ¢
Object Services.

0 The Response Message Packetfunctionality has been superseded by the more general
3 PagQuery Response;j functional it ybpth mwéractive ansl Bgich modé s
Query Requests.

0 The Slkspecific Extended Q uery syntax has been superseded by standard Query
notation , which may be handled like a named query .

O«

Directed Read requests routed to a client -specified secondary Object Provider have been
superseded with normal Query requests ta rgeted at an Object Service of the specified
type, with a 3secondaryj context.

06 The 3dcl assici SUF transport has been replace
design patterns , which now form the basic underlying layer of the SIF 3 infrastructure.

1.12. New functionality introduceith SIF3.0

SIF 3.0 represent ed a major release of the SIF Infrastructure, and as such it introduce d a wide
range of new functionality. Of particular note are three groundbreaking design advances that
satisfy long standing request s from SIF 2.x developers a nd implementers. They are summarized
below.

1. The infrastructure is based on RESTtechnology and design pa tterns.

RESTis the underlying technology used to provide the foundation for exchanging SIF -
compliant data. The specific changes made include:

>

6 The SIF 3.0 infrastructure Service Architecture has been aligned with the
Get/Post/Put/Delete standard REST operations to make them more easil vy
map pable to a set of standard REST resources .
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O«

The new J3i mme doptiart fer Regedsty Rasponse exchanges conforms
to common REST usage.

6 An Jinteractive queryj option which suppor
been introduced which closel y maps to a common REST design pattern.

2. The infrastructure does not mandate the deployment of middleware
component s

In addition to the Brokered (3 -party) Environment SlFarchitecture which had previously

defined all SIF 2.x deployments, there is now a n ew Direct (2 -party) option in which a
Client Application J3cecmconnect thigf e at ISW FwvSttedr evrti jitc ec
that Service. There is no longer a requirement to interpose generic message broker
middleware such as the Zone Integratio n Server (ZIS)between them .

Essentially a relatively thin Environments Provider Interface wrapper is placed around an
Object Service, to allow such a Direct Architecture to be provided by an SIS or LMS system.

Thi s wr ap Ppieat Ar¢hitettuige Inferfacej ) s a s u b s RBrdkerea Architebtee 3
Interfacej which provides access to a br osaadesult, set
every SIF 3 client application which was written to function in a Direct Architecture  will

also function ina Brokered Archite cture

There are several use cases for a Direct Architecture s that are of particular interest:

1 When an application want s to make its SIF-compliant data accessible to multiple
users running simple RESTful client application s on mobile device s (much as the
application might already be available to user svia a browser). In such cases where
only simple Request/ Response seque nces are needed (i.e. no Events or
asynchronous (4O) t h eDirettLArchitegture f Ioterfate mdy bet h e
supported, which is very | ittle more than is provided to a client of any RESTful
Service.

1 When an application only utilizes data from one other application. An example is
a Student Contact application needing to access [/ update Student Name and
Addresses and Phone Numbers from an SIS system. If the SIS system provides a
Direct Architecture interface , this enables the Student Contact system to acc ess its
SIFcompliant data directly without the need to install middleware.

All applications (client or service) in the above examples can be SIF Certified, and there is
every expectation that each wi |l ilsogpositeeumbegrerr at e
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3. The infrastructure is independent of the Data Model defining the p ayloads it
carries

In a major advance from SIF 2.x, the SIF 3.0 infrastructure can be utilized without change

to carr y payloads conforming to locale -specific SIF releases in the AU, UK and US. The SIF

3.0 Infrastructure version is decoupled from the SIF Data Model version a nd this allows
SIkconf ormant infrastructure products$ to be so

4. Other important advances provided by this release
These advances include:

6 Supports 3Service Pathsj that provide dat s

~

6 Support for Named eXtended Query s and dynamic Where XPath driven query
expressions

0 Increased performance s calability, especially during p eriods of high message
traffic

0 Extensive new organizational support for centralized  Service Management and
Administration

1.13. Changes introduced in SIF 3.1

The major differences between SIF Infrastructure 3.1 and SIF Infrastructure 3.0.1 are
summarized below.

Simpler authentication through stronger SSO  accommodation (including OAuth)
Simpler consumers through seamless Environme nt creation (pre -configuration)
Simpler apps through JSON support (Goessner Notation)

Simpler messages though fewer HTTP Header s (defaults & query parameters)

Simpler Environment P roviders through optional util ities (alerts is now optional)

= =2 =4 A -4 -

Simpler navigation through ordered results sets (order query parameters)

! The fact that the SIF 3.0 infrastructure is payloadindependent enables it to securely and efficiently support exchanges
of any data whether the format of that data is defined in the SIF specification or not.
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1.14. Changes introduced in SIF 3.2

The major differences between SIF Infrastruc ture 3.2 and SIF Infrastructure 3.1 are
summarized below.

Addition of J3Quer p9MBryetdisy ampl e} ( See
Additiongefs BChamri;i Furbd3foroatads).i ty ( See
Mime Types Support Generalized.

Addition of HEAD f unctionality for Request C onnector (See5.18 for details ).

- =/ =4 -—a -2

Named eXtended Query s Parameters are now enumerated outside the Script (See Utility
Services 6 for details)

1 Functional Services now have their own connector and job object definition  (See
Infrastructure Services , section 11 and the new Functional Services document)

1.15. Changes introduced in SIF13.2.

The primary driving factor in  creating this fix release was difficulties encountered when using
the jobld to setup and deliver events to the ow ning Adaptor. The updates enumerated below
covers changes in this mechanism and other points of confusion dis  covered through real world
usage.

T Clarified OAuth authentication in the Environ

91 Dropped footnote about Directed Events as that concept is not yet fully describe in the
specification.

9 Dropped jobld header.

1 Added option for service co nsumers to setup a subscription for job objects (similar to any
other object).

1 Added fingerprint header.
1 Added a fingerprint element to the environment.

1 Added Jnitialization } to the job object as a more scalable way to start one or more jobs,
especially when many are created at the same time.

1 Clarified the role of the application Key throughout the documentation.
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T Dropped references to XML Filtering and other
not explicitly described as part of the specification.

1 Corrected the Code Sets Registry utility service XML Schema to not require a source and
namespace throughout.

1 Relaxed the contentType (and Accept) header to allow for any media type throughout the
documentation.

1.16. Changes introduced in SIF 3.
The driving force behind infrastructure 3.3 is meeting data privacy legislation and contracts.
1 Privacy Integration
o New pod Utility Service for retrieving privacy requirements.

o0 Headers for conveying that privacy is understood and should be or has been
enforced.

o New services to aid in the prevention of data being delivered to an inappropriate
destination.

9 Version Indication/Negotiation
o Developed with the W3C this can be found in the Experimental volume.
0 Used to both indicate data model version and format (suchas = PESC JSON).
o Used to match up common versions and format for fruitful interoperability .
1 PESC JSON Adoption

o This brings the option to have schema aware serializations of payloads into
consistent JSON. In turn allowing for the use of paths in JSON just as ef fectively as
in XML where they are generally used to pluck target data out of complex
structures and indicate data fields to be filtered out for privacy reasons.

1 Global Core Objects for Cloud/App integration
o Not included in community review

0 These simple objects are design to allow for synchronization sufficient to aid SSO
technologies and cloud integrations .

1 A massive cleanup for clarity, consistency, and readability
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2. Infrastructure Overview

This section provides an overview of the SIF 3 Infrastructure. It is intende d to serve as both an
initial tutorial and subsequent reference for infrastructure knowledgeable developers and
architects.

2.1. Glossary of Terms and Concepts

The following infrastructure terminology  will be used during the r emainder of this document
and all other documents describing the SIF 3 infrastructure . The individual terms are defined in
the table below and will be referred to, repeated and expanded upon in subsequent sections
of this and other Infrastructure documents.

Basic The terms used in the definitions of other terms

Terminology

Data Object A collection of elements that has some coherent meaning, which is collected under
Type a single complex element, given a uniqgue name and treated as a single data entity.

Si mi | ar t oanabjedtcilieatsdsprogramming language. While a Data Object
Type may be composed of other elements, it is the smallest collection of elements
that can be exchanged through SIF. A Data Object Type is defined by its
corresponding XML Schema.

Data Object An Jinstantiati onij or Types A BatacObjecbif createdDaa &
tree structure and can be validated against the XML schema of the Data Type which
it represents.

ID The unique and immutable identifier of a specific Data Object

Service A set of defined functionality encapsulated behind a standardized CRUL? interface .
Services are broadly categorized into Infrastructure, Utility, Functional, and Object.

23Creat e, Read, Up d at dingtorthe RESE PGST, &ET, PUT and DELETE operations.
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Infrastructure The set of Infrastructure Building Blocks
Components
Service A Service Consumer implementation makes requests of, and subscribes to and
Consumer receives Events from , one or more Service Provider components.
Ex: A Teaching & Learning cloud application, supporting a course, requesting  records
of enrolled st udents.
SIF 2.x Equivalent: Subscriber Agent
Service A Service Provider implementation accepts, processes and responds to requests
Provider from Consumers for object type or function  -specific services, and publishes related

Events in accordance with the type of S ervice Provide r Interface it is implementing.

Everyindependent Service Provider initially registers as a Service Consumer and may
be (and generally is) a Consumer of one or more other Services.

SIF2.x Equivalent: Object Provider

Environment s

An Environments Provider reliably and securely connects Service Consumers to the

Provider Service Providers by implementing a set of Infrastructure Services which , taken
together, comprise the Environments Provider interface.
The implemente r of the Environments Provider Interface may optionally (and
transparently) implement one or more Services Provider Interfaces as well. In the
case of a Direct Architecture , this is exactly what it must do.
SIF2.x Equivalent for a Brokered Architecture s Provider: ZIS
There is no SIF2.x Equivalent for a Direct Architecture s Provider

SIF Adapter There are two basic varieties of Adapter, each corresponding to an earlier SIF  2.x

equivalent:

SIF 2x. Component SIF 3.0 Adapter equivalent

Subscriber Agent Service Consumer Adapter (or in simple cases, a
straightforward RESTful Client)

Object Provider Agent Service Provider Ada pter (Brokered Architecture s
only)

Essentially each Service Consumer and Service Provider application may include a
separate adapter component to communicate with other applications via the
Environments Provider interface. For example, a SIF 3 Brokered Architecture may
integrate a student information application, a learning management application, and
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a library automation application. An adapter component acts as a bridge between
all these application s and the Environments Provider interface.

Adapters never communic ate with other adapters directly. Instead, each adapter
uses the Environments Provider interface as a trusted intermediary that brokers the
exchange of data with other adapters.

Environment

The 3BEH¥Fironmentj is made available to
registers. It comprises the totality of every service the Consumer might possibly
provision itself to access. Based upon authen tication constraints however, the
Consumer As @ne servises might be sestricted.

The Environment is defined by the set of Infrastructure Service URLSs returned to a
Service Consumer in response to a successful Registration Request , or referenced by
URI when making a data request , whether preregistered or automatically registered
or dynamically created . These URLs allow the Environments Provider to provide a
Jcust omi zedj ferneach Cansumer n tFor example, depending on the
authentication p rovided by the Consumer at registration time , the URLs returned
might insert it into either a production or test environment, or one that provides
access to only a limited subset of authorized available Service Providers

As noted, the physical topology be hi nd t he Co nimnmerd intérface éan v
take one of two forms, each of which is described below

Defined
Architectures

Implementation Topologies or Environment Types

Direct

A Direct Architecture connects a single Consumer to a fixed set of one or more
directly accessible Service Providers. Th ese include, at a minimum, the mandatory
set of Infrastructure Services, all mandatory Utility Services and at least one Data
Object or Functional Service. *

A Direct Architecture conceptually does not leverage middleware. All Consumer to
Provider connections are direct (no intermediary), because the Environments
Provider Interface and all Service Provider Interfaces are implemented by a n
Environments Provider Adapter f ront -ending a single application (such as an SIS or
LMS). This means that a Service Consumer cannot dynamically provision itself as a
Service Providerwhen registered in a Direct Architecture.

3 All these service types are defined elsewhere in this glossary.
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Such an Adapter implementation could simultaneously provide a  separate
Environment to each of several Serv ice Consumers, to enable them to directly access
and update the data of its provided ap plication. In that common case:

1 Each Service Consumer is operating in an Environment of its own, and has
no knowledge of any other Consumers

1 When any Service Consumer re quest causes a change to the data in the
Service application, every appropriately subscribed Service Consumer in
every Environment supported by the Environments Provider Adapter
receives the identical correspondi ng Event.

Details :

Introduced in  SIF 3, a Direct Architecture standardize s SlIFcompliant message
exchanges between Consumer and Provider in the abse nce of a central Message
Broker

As described earlier, the typical Service Consumer registered in a SlISprovided
Environment could be a simple data entry application running on a mobile device, or

a Student Contact system that only nee
Addresses and Phone Numbers.

Brokered

The Brokered Architecture securely and reliably connects N Service Consumers to a
dynamically ch anging list of M Service Providers through a centrally secure, separat e
and discrete Message Broker.

Unlike the Direct Architecture , any Service Consumer with the proper authorization
rights can provision itself as a Service Provider, and receive Requests from and
publish Events to, other Service Consumers with the appropriate authorization
rights.

Details : All of the functionality provided by the SIF  2.x Zone has been maintained in
the SIF3 Brokered Architecture , and in many cases has been extended. Th e formerly
monolithic SIF2.x ZIS operations have alsobeen J3repackaged;j [
SIF3 Infrastructure S ervice interfaces.

The 3 Mes s a gfenctighality krequifements of a SIF3 Brokered Architecture
can be implemented (among other alternative s ) by SUF 3busine
top of an Enterprise Service Bus (ESB), by internally coupled middleware
components , or by an upgraded SIF 2.x Zone Integration Server (ZIS).

The Brokered Architecture offers a superset (rather than replaces) the funct ionality
of the Direct Architecture . As a result, any Consumer interoperating successfully in
a Direct Architecture can be redeploy ed into a Brokered Architecture without
reprogramming.
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Service
Provider Types

Encapsulations of Data and Process

Object While the SIF 3 infrastructure is independent of the Data Model defining the payloads
it carries, all Service Providers must support the following general Object Service
framework .
AnObj ect Service is the Jauthoritatmnediaalls
data objects of a specific type , and services some or all of the following requests:
0 Query
0 Create
0 Update
0 Delete
Depending upon the object type, the corresponding Data  Object Service may:
9 Publish an Event whenever an object is Created
91 Publish an Event whenever an object is Deleted
9 Publish an Event whenever certain (or any) elements in an Object are
updated
1 Restrict the range of possible Queries
Whenever an Object Service receives a Request for an operation it does not support,
it must return an error .
Functional A Functional Service encapsulates stateful process behavior as well as the data

exchanged between applicat ions implementing that process.

It does this by supporting all four methods of a Data Obj ect Service Provider interface
but applies them to Jobs Phasesrather than Data Objects.

When a Consumeratg Reguasets a Functional Service, it results in the
creation of a new executing instance of the Service (a 3Jobij) rat
instance of a data object.

Fromaconceptual poi nt of view, each Job instanc
identical to every ot her Job created by that Function Service. These discrete phases
define and encapsulate the sub actions, which need to be done, but they do not
explicitly determine the ordering (since the phases defining a Function may be
executed in different order, depe nding upon the implementation and the needs of
the site where the F unctional Service is deployed).
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Once created, the Job instance can be queried to find out where inth e process it is
(what is happening, what is the current status of each completed phase) , and the Job
instance may issue Events.

Each Job Phase is represented by:

1
1
1

The creator of the Job can therefore:

T

1
)l

Example: StudentLocator, EndOfYearRollovey

A Phase name
A status (NotStarted, InProgress, Completed, Failed)

A defined Object Service co rresponding to that Phase (which supports some
or all of the set of service operations)

Monitor the status of the Job (through querying the Job instance or by
receiving Job level Events)

Interact with the Job at any ph ase by issuing Query, Create, or Delete
requests.

Impact the Job indirectly through its defined P hases.

Receive Events from the Job

Object Service

Sub classifications of Object Services

Subtypes
Infrastructure The following Infrastructure Services® when taken together define the Environments
Service Provider Interface.

)l

Environment s (defines and controls the level of Consumer  contact with all
other Services)

Provision Requests (used to request authorization to invoke additional
Service methods)

Connector s (accepts all Requests, Responses and Events and routes them to
their intended destination(s) )

Queue s (collects incoming asynchronous Responses and Events, and
guarantees their delivery, in FIFO order)

4 Explicit and more detailed examples of such Functional services will be provided at a later date.

5 For further details on individual Infrastructure Services, please refer to the Infrastiucture Services document
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9 Subscript ions (Created to allow a Consumer to subscribe to Even ts from a
specified Service Provider, which will be deposited into a specified Queue).

Separate infrastructure components  may implement one or more of these Service
Interfaces or they may be implemented by a single unified Environments Provider
Adapter or Broker (the SIF3 equivalent of the SIF 2.x ZIS). Unlike both the Utility and
Application Services, which use the Connector URL for all Requests, each
Infr astructure Service has an Environment -provided URL, which Consumers must
use to invoke its operations directly.

Utility Service

Each of the following Utility Services ° in SIF 3 conforms to the Data Object Service
Interface, where the service being supported relates to the infrastructure and is
indepe ndent of a ny locale -specific Data Model.

Alert s (Problem and exception reporting)

Zone s (Registry of potentially reachable Zones )

Provider s (Registry of available Service Providers)

eXtended Query Templates ( Re gi st r yeXtenfled Query fsaigts)
External Code Lists (Provider of codes from normative external standards )

Name spaces (XML Namespace Registry)

= =4 4 -4 -4 -5 -

Data Protection Rules (Registry of machine -readable data protection
obligations , as captured in Privacy Obligation Documents (POD) )

Some Utility Services may be mandatory in both Direct and  Brokered Architecture s,
others may be mandatory only in  Brokered Architecture s and some may be optional
everywhere.

Privacy
Service

The Data Protection Enforcer Service in SIF 3 applies the data protection rules
which the Environment Provider determines are applicable for a particular
Consumer, so that any payload it receives from an Object Service is appropriately
cleansed and excludes any elements the Consumer is not permitted to access. In
contexts where data protection applies, all access to Object Services must be  data
cleansed according to the applicable Data Protection Rules; the specification leaves

it open whether this is realized through the Data Protection Enforcer Service

Application
Service

Application Service s are where data is impacted by support ing either the Object, or
Functional Service Provider Interface , typically by utiliz ing a Provider Service Ada pter.

6 For further details on individual Utility Services, please refer to the Utility Services specification
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Their specific payloads and actions are defined in the Data Model documentation
associated with each locale -specific SIF data model release and any profile
documents .

In a Direct Architecture , Application Serygice £r eadi
compone nts closely coupled to (or a direct part of) the implementation of the
Environments Provider Interface. It is not possible for a Service Consumer to
successfully provision itself as a Service Provider in  such an Architecture .

In a Brokered Architecture , Application Services are separate and distinct
components which must first register and provision themselves as Consumers
before they are allowedt o provision themselves as Service Providers. The associated
logic to implement the Service Provider Interfac e is typically contained in a Service
Provider Adapter, which may or may not be tightly coupled to the underlying
Application, which i s t h e qof thendat& ar function.

Service
Scoping

T h edestination } elements in each Service Requestthat allow Jcontent -based
routingj] to determine the Service Provi

Environment

As indicated above, the Environment provides the totality of all Services that a
Consumer can interact with and includes the operational access rights that will
govern those interactions. It can contain two or more Zones (one dedicated to Utility
Services, and at least one dedicated to App lication Services)

Zone

A Zone (similar to its meaning in SIF 2.x), is a collection of Application Services within
theConsumer As Env i r -@rgameed ly the gite Aeiministrator to correspond
to discrete components within the owning educational organ ization (such as a school
or district) or other conceptual groupings (ex: Special Ed students; Utility Services).

Each Serviced n s t aancessiplewithi n t he Consumer Ascop&dtoa
Zone, although a given Service Provider implementation may support the same
Service Provider interface in several Zones .

Unlike an Object or Functional Service, every Utility Servi ce must be applicable to all
SIF3 Zones in an Environment , and wherever present, is accessib le by any properly
authorized Service Consumer. This is achieved by assigning all Utility Services to a
preset unigue Zone ( infrastructure -utilities) and giving the Consumer access rights to
the appropriate operations of each of these Services.

Each Service Consumeris a s si gndefdultja Bone at Regi str g
used whenever a specific Zone is not otherwise included in one of its Application
Service Requests. If any Consumer Request does not have a matching Service
Provider registered within the specified Z one, it must fail.
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The Zones Utility Service provides a Registry of all available Zones within the
Consumer As Environment

Context A Context is optional Data Model -specific metadata that may accompany a
Consumer Request as a way of further scoping and restricting the possible Provider
to respond to the request . For example, a supplied Context might indicate that the
Student Schedule Provider Servic e being requested in Zone XYZ is the one dealing
with nextterm A's  drathiterahan the current one.

A Context consists of a uniqgue (hame for a given type of Service in a given Zone) ,
which is used by the Consumer when a request on that servi  ce is invoked. It also has
an associated description and a set of parameter names and values, which may be
defined by the Data Model the Service Provider conforms  to and is contained in the
entry for that service in the Provider Registry.

Contexts are not global: they apply only to a specific Service Provider instance
assigned to a single Zone. A Zone can contain multiple Object Provider Services for
the same data object , each offering its data in a differently named context.

Uniqueness

Taken together, the Zone, Service Type and Context combine to identify a unique
Service Provider instance (included in the Service Provider Registry) which the
Consumer can make requests of. There can be only one Service of a given type with

a given Context in a ny one Zone. Since the data model nhamespace is part of an
Environment, messages bound to a service in  a different namespace must carry a
different applicationKey.

" Ifthere is

The Consumer can include at most a single Context in any given request
no mat ching Service Provider that supports the specified Context for the specified

Service Provider type in the specifi ed (or default) Zone, the Request must fail.

The default Context is DEFAULT and that is unique as well. If a Service Instance has
no Context d efined, requests to that Se rvice instance must either not include a
Context Name element or have it set to DEFAULTIn the request URL . The Zone and
Service type (and the lack of a Context) provide all the information needed to
determine the destination for that request.

” Note that the Context is represented by contextld which is defined as an xs:token. An individual Data Model release
mightimpose a Context hierarchy or other Context relationshi
ContextperReqe st i restriction.
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Message
Types

Request / Response and Publish / Subscribe

Request

Issued by a Service Consumer via the Connector Infrastructure Service, the Request
invokes the corresponding operation on the selected Service Pro  vider. This Provider
must match the specified Service type, the Context nhame (if any) and either the
explicit or defaulted Zone name the Consumer supplied. If no Service Provider
qualifies, the Connector cannot deliver the Request, and an error willber  eturned to
the Consumer.

Create, Update and Delete requests may span multiple objects and on success will
result in a corresponding Event being issued by the Service Provider as a re sult of
the changes they cause.

Event

Issued by a Service Provider via the Event Connector Infrastructure Service, eitherin
response to a specific Consumer change request, and / or if the internal data in one
or more of the Obijects it is providing has changed.

The Event type can be either Create, Updateor Delete,and the Event message can
report data changes of that type for one  or more objects. Event messages are
received by all Service Consumers who had earlier successfully provisioned
themselves as subscribers to data changes in that Object type and represent an
efficient way for Consumers to stay synchronized with the conten ts of the data
maintained by a Service Provider. A Service Consumer is not required by the SIF
specification to subscribe to Events in order to interact with Object Services.

Response

Issued by a Service Provider as an HTTPresponse, to a specific Consume r Request
delivered earlier as an HTTPrequest.

A Response to a multi -object Create, Updateor DeleteRequest will convey (on success)
a list of matching success / failure indi cators. In the case of Create, the IDs of any
newly created objects will also b e returned.

A Service Provider does not know whether the Response Mode selected by the
Consumer (see below) was Immediate or Delayed

Response
Mode

Synchronous or Asynchronous

Immediate

The Response to a Request is provided synchronously in the immediate HTTP
response, and t he Requester thread for that connection 3 bl ocksj unt.
arrives.
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This mode was added in SIF3. It matches the standard RESTful Client design pattern
and must be supported in both Direct and  Brokered Architecture s.

Delayed

The Consumer issues the Request which is replied to withan JAccep§ st at uns
the immediate HTTP response, which indicate s JRequest is legal andcan and will be

delivered to the indicated Service Providej . T h a singldé-threadesl Consu mer to

do other things.

The Response issued by the Service Provider arrives asynchronously at a later time,
in a manner identical with that of an incoming Event . It contains the Message ID of
the original Request it completes.

Query Request
Options

A variety o fways for a Consumerto request data

Bulk

By default, if no further information is provided in a request for data, the Service
Provider will respond by providing all objects  matching the request as specified in
the service name. For example, a request to an Object Service named
StudentPersonal will return all StudentPersonal objects known to the Service
Provider. In practice, the Object Service will be configured to have a ma ximum
number of objects it can deliver, and an error will be given if the availab le objects
exceed that count .

By ID

Only a single object is requested. The specific object desired is indicated by its  id. If
successful, every supported element in that ob ject is returned. By ID requests can
only be issued in Immediate mode.

Paged
Interactive

A 3 P aQuerd is typically one in a series of Service Consumer queries for object
data. Each such Queryisidempotent :i t ¢ ont ai stastinglpage mumizerj 3 a
Jagesiz¢g el ement . Toget her they def i arPagedi
results from the Query. A token is used to identify the series of queries that the
current Paged Query belongs to, so that multiple Service Consumers can issue their
own interactive queries independently.

It is common, but not required that each  interactiv e Query issued by the Service
Consumer will have the starting page number set one higher than the previous one.

The response to each Interactive Query is immediate. The Service Consumer may
stop issuing | nteractive Queries at any time.

Example: A teacher holding a tablet device runs a simple Service Consumer REST
application that interactively queries the Assessment System for the first 30 Student
scores, which are returned immediately.
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After they are displayed, t hupon & mew dnteractive n
Query will be issued, and the next 30 Student scores will be immediately returned
and displayed.

Service Paths

This is an alternative to Service Name, and where defined and available its use can
greatly enhance the speed at which th e Consumer obtains the desired result. The
service path typically names a series of data objects that are joined according to a
shared attribute, intermixed with the ID of a specific object that all subsequent
objects named are to be related to. The final element of the service path is typically
a data object name, so that the Service Path counts as an Object Service Request
with some built in object joins and conditions to constrain the result set.

For example, to obtain all the Sections in which Student 1 234 is curr ently enrolled,
the single Query Request URL to do that would contain the string:

../students/1234/sections

Paged Batch

A 3batchij Query posted by the Service C
from all objects satisfying the Query param eters is to be returned by the Service
Provider as a series of delayed (asynchronous) Response messages, where each
Response consists of a Page containing a defined number of Data Objects. The
maximum number of objects per page is the lesser of any limits the Consum er might
have requested or the Provider might have imposed.

Example: A Student Contact System at installation time uses a single Batch Query to
synchroniz e itself to the entire collection of Student names and phone numbers held
by the Student | nformation System.

In this case a single Batch Paged Query request will result in multiple paged
asynchronous Query Response messages appearing in the selected Consume r
Queue.

Named
eXtended

Query

A more com plex query in which conditions are set on the selection of objects to be
returned and / or only a subset of elements is specifically requested in the response.
This is done by including the token of a pre -registered Named eXtended Query inthe
Request, optionally (depending on the eXtended Query) accompanying it with
parameter values used when the script is retrieved and executed at the Service
Provider.

Named eXtended Queryrequests can be issued in both Delayedand Immediate Modes.

eXtended Query is used to unambiguously communicate the behavior of the que  ry
and may have nothing to do with how the Service Provider executes the named query
indicated.
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Query By
Example

(QBE)

A more complex query for data objects of a given type, in which the selection of
objects to be returned is restricted by  providing a template of t he object, populating
those elements with values which the returned selection is expected to match.

Unlike Service Paths and Named eXtended Queries, Queries by Example are
constrained to a single data object type, and do not perfor  m object joins.

2.2. Enviroments

There are two types of Environments a Consumer may register with.

A Comparison of Environment Types
SIF Direct Environment

Service

- Service

{
Direct Service %
3

cao e Environments | Provider ‘
& Provider API JUSR | Application
et : Service :
onsumer § ¥ Provider [ptey
Akl API Application
Brokered 2 . : &
Environments N :
Provider API 3 3 Sarvide
Application

AP

SIF Brokered Environment
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3. Conventions, Dependencies & Metrics

This section provides the 3globalj conventions,
reflected in this version of the SIF infrastructu re. It serves as a precursor to further descriptions
in following sections .

3.1. XMLName Spaces

In the SIF 3 releases, common | nfrastructure components are assigned to one namespace
where as locale-specific Data Model elements a re contained in locale -specific namespaces. All
SIF defined namespaces are versioned in a similar manner z the new version (even in a minor
release) is a complete replacement for the older version rather than an incremental addition.
Wildcard version numbers have been removed.

The version number of every XML namespace will be included in its name. For this release, the
infrastructure XML namespace (of whatever platform) is:

http:// www. sifassociation.org/infrastructure/ 3.3

Namespace only includ e the Major and Minor parts of the version  number, excluding the
Revision to allow for backwards compatibility within a minor version.

This namespace may include references to other namespace s including but not limited to:

http://www.w3.org/XML/19 98/namespace

http://www.w3.0rg/2001/XMLSchema _-instance

http://www.w3.0rg/2001/XMLSchema

3.2. Normative Refenees (Standards, versions and options)

The following set of web standards, versions and options are used by the SIF 3.3 Infrastructure
to exchange XML documents. The collection of these normative dependencies is referred to as
the Normative Infrastructure  Dependency Framework. All SIF 3 application s and middleware
must support the appropriate parts of this framework.

Data Format XML 1.0 JSON 3 via Ga@ssner Notation
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Data Encoding UTF8

Line Protocol HTTP 1.1(Mandatory) | Support for persistent (3 k e-alipe } connections

Transport REST Common RESTHTTPheader element and URL
parameter design patterns are used.

Security TLS 1.1 While TLS 1.1 is no longer recommended for

TLS 1.2 moving data, itis expected to still be supported.

While vendors are encour aged to get their
products ready for TLS 1.3, itis not yet required
by this specification.

XML Query Language XQuery 1.0

XML Document XPath 2.0

Structure

Representation

Payload Compression gzip Dynamically agreed to via content -encoding and
accept-encoding elements in the HTTPHeader

3.3. Infrastructure Protocol LayedTTPS

The infrastructure depends upon the protocol layer to provide a reliable connection to move
messages back and forth between Consumer and Provider . This layer is also responsible for
providing protocol -level security by means of encryption and authenticatio n, and may
optionally be utilized to provide data compression, which can be an important factor when place
a large volume of messages or data on the wire .

Delegating the authenticat ion, compression, and encryption to the protocol layer makes the
applicatio n interface to the transport simpler.  For example, a Service Consumer that wishes to
send a Request to a Service Provider first a ssembles the payload and then invokes the Create
(Message) method on the Connector Infrastructure Service via the standard REST transport
layer conventions. The chosen transport layer takes the message and utilizes its mapping to the
protocol layer to transfer it to the Connector Service , where it is taken from the transport layer
and either processed or routed inturnto  the specified Service Provider.
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In moving through the path from the Service Consumer to the Service Provider, the pro tocol

layer may have compressed and encrypted the payload and authentica ted the Consumer, but

this is transparent to the higher layers. At the

out.

3.3.1.

HTTPSGuidance

application or adapter level, itis data in and data

In order to ensure that Service Consumers, Service Providers and the implementations

supporting the

Environments Provider interface can interoperate with each other

regardless of ven dor or platform, all SIF 3 communicating components must support the
HTTPS protocol.

The SIF3 RESTmapping specifically define s HTTPSusage feature -by-feature , including
RESTFcompatibl e values for the HTTP Status codes and header elements.

Where HTTPSoptions or conventions

increase performance and scalability, they have

been adopted. A summary of protocol -level functionality is shown in the table below.

Unsecured
(HTTP)

Optional functionality for
Brokered Architecture s.

A Service Consumer utilizing
HTTPS canbe assured that any
Environments Provider
implementation (whether Direct
or Brokered ) will interoperate
with it.

A Service Consumer utilizing

HTTPcannot have this assurance .

HTTP has potential value du ring testing, and in
production environments that are behind
firewalls and made secure in other ways.

Error Codes

Utilized. REST detectedfaults are
mapped directly to accepted
HTTPerror codes.

Provides error logic consistency

Persistent
Connections

Support is r equired .

Establishing TLS connections are expensive.
Persistent connections are therefore utilized to
enable scalable solutions.
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Compression Supported Helps scalability where bandwidth is an iss ue
such as in cloud computing. Compr ession
technology is limited to gzip, and gzip
compressed message exchanges should be
supported by all SIF3 components.

Pipelining Not supported The SIF infrastructure strives to be stateless .
Multiple Supported While this has similar state requirements to
Connections pipelining, the server can control the number of

incoming connections supported.

All Environment Consumers and Providers must encode the message using UTF -8; and must be
able to process UTF-8-encoded messages.

3.3.2. Infrastructure Protoco | Layer (SIF HTTPS)

In order to ensure that Consumers, Providers and any middleware supporting the
Environments Provider interface can interoperate with each other regardless of vendor
or platform, all implementations  must support the SIF HTTPS protocol.

When using HTTP 1.1 with SIF, [RFC 2616] can be used as a reference. The default
behavior for HTTP 1.1 is to use persistent or "keep -alive" connections. When operating in
this mode, the Consumer may send additional HTTP messages and receive HTTP
responses using the same connection. Consumers must use persistent connections .

SSL/TLS security isassumed to be supported by the servers involved and minimum lev  els
set in and enforced by the Environment s Provider. The minimum key | ength of the SSL
Encryption certificate that can be used is 2048 bits. Additional details of such support are
no longer conveyed within the SIF standard. @

3.3.3. HTTP Codes

Any of a number of 2XXand 3XX status codes may be returned in HTTP Responses to
indicate that the action requested by the Consumer (or in the case of publishing an Event,

8 See the SIF 3 Product Standard for Requirements: http://cert.sifassociation.org/Shared Documents/SIF 3 Product
Standard.pdf
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the Provider ) contained in the HTTP Request was received, understood, accep ted and
processed Jsuccessfullyj.

There are also a range of standard HTTPError Codes (4XX and 5XX)which will be returned
in case of Error. All these codes are defined and explained in Appendix C  of the
Infrastructure Services document

34. UUIDs

The SIF 3 infrastructure leverages Universally Unique Identifiers (UUIDs), per [REC 4122] To
avoid the possibility of ID collisions, SIF 3 systems generating UUIDs when an IEEE 802 MAC
address is available,should useversion1GUIDs (a3 1} i n c h whichare uaique ih $pace
as well as in time. If an IEEE 802 MAC address is unavailabler if the inclusion of that address in

a GUID poses a compromising security risk, systems must use version 4 GUIDs (a 4 in character
13) which use a (pseudo-) random number -based algorithm.

All infrastructure object UUIDs must then conform to the following XML pattern
[0-9a-f{8}{ -][0-9a-f{4}[ -][14][0 -9a-f|{ 3}[-][0-9a-f {4}[ -][0-9a-f {12}

The unique object identifiers of the data model defining the message payloads may also
conform to this requirement. =~ However, since they are only referenced by the infrastructure in
constructing single object URLs (ex: students/12345) data model object ide  ntifiers are required
only to be valid XML tokens.

3.5. Messagéevel element snippets aagamples

All message level elements are documented below in  terms of names and formats . However,
they could be repr esented in one of several ways:

1. As an element in the body of an HTTP Request (SIF Request or SIF Event)or an HTTP
Response (SIF Response a SIF Error).

2. As aunique field inthe HTTP Header

3. As a segment in the URL an HTTP Request is being issued to (as the unique object
identifier is represented)

4. As aMatrix P arameter in the URL an HTTP Request is being issued to

5. As a Query Parameter inthe URLan HTTP Request is being issued to
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Note that only in the first case would the format of the element actually be defined in XML /JSON
when sent across the wire.
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4. Basic Infrastructure Framework

This section describes, in order:
0 The basic interfaces and co mponents of a SIF Environment

0 The message exchange patterns which define the ways in which  these components can
exchange data

0 Thecommonsetof 3 n epnay | elandents contained in all messages being exchanged

0 The message i nter chang edtdpoocesstaeConsumartReqaestivhiadhe g u i
changes Service Provider data

0 The set of identifiers which 3 sopej the data in a given exchange

6 The requirements imposed to make sure all data exchanges are secure.

4.1. ServiceHierarchy

The SIF3 Infrastructure defines a specific fram ework for use in constructing a scalable, secure
networking solution for educational data exchange , although it can be utilized to transmit data
specific to other domains . This framework encompasses a collection of Service Providers
accessible to one or m ore Service Consumers|inked together by an Environments Provider, and
is organize d into the following hierarchy.

4.1.1. SIF Envir on ment

The SIF 3 Environment is defined by the set of Service URLs returned to a Service
Consumer in response to a su ccessful Registration Request. These URLsallow creation
ofa 3 c ust &wmironnmeedtj For example, depending on the authentication provided
by the Consumer; the URLs may connect the Consume r to services for either production
or test ing, each encompassin g a totally different set of Service Provider implementations.

The set of Service Providers available to a Consumer is subdivided into one or more
JZonesy , and the I mpl enSmBEndaronmennfor sne prpnhoseiSHkFg t h
Consumers is called an JEnvironments Provider

There are two types of SIF Consumer Environment support topologies, which are
indistinguishable to the Consumer.

1 ADirect Architecture provides only the set of Services bundled with the Environments
Provider implementation. Thereare no J3i ndependentj DbBtstaring ce F
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in SIF 3.1 the specification describes how to behave like one .° Such a Direct
Architecture often consists of a single Xonej. It is similar t o a single service
implementation supporting multiple Service AP Is.

1 A Brokered Architecture provides multiple Zones where each Zone offers every
Consumer access to one or more Service Providers which are independent of the
Environments Provider middleware . It is similar to a set of Service APIs each
implemented by a separate component.

Each Environment has a globally unique URL path that should identify the Educational
Organization deploying the SIF solution, and optionally extend to a sub  -scope within that
organization. An example of such a URL path in a State-wide deployment might be :

https:// tidewater.virginia.edu/sif3/production /Norfolk /12345

This corresponds to a SIF3 production environment for the Norfolk District, within the
Tidewater Regional Area of the Virginia DOE.

Environments Provider implementations provide data security, service discovery,
guaranteed message delivery, and publish / subscribe capabilities which support
complex communications betwee n applications that have no direct information about
each other, and that may or may not be accessible at any  given point in time.

The Environments Provideri nt er f ace falls into ane of t

4.1.1.1. Direct Architecture

In the Direct Architecture configuration a n Application such as an SIS or LMS
implements the Environments Provider Interface to make its data available to a
Client application that supports the Service Consumer Interface. As noted, there is
only one Consumer within any Direct Archi tecture , although the SIS or LMS could
support multiple simultaneous  Direct Architecture s each provided to a different
Consumer application.

A single Service Application in a Direct Zone provides all available Services
(Infrastructure, Utility, Privacy, and the specific Object and/or Functional ones),
possibly front ended by an Adaptor that includes an Environments Provider Interface.
There is no middleware component, and all client/service communication is direct
(2-Party). As aresult, the Direct Arch itecture Interface cannot support the ability of

a registered Consumer to provision itself as a Service Provide r. The Direct

% For an example of this see: xPress- Roster
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Architecture implementation receives all Consumer Requests and publishes all
Service Events.

A defined subset of the Direct Arch itecture Interface requires support for only that
set of service functionality that would be provided by a typi  cal RESTful Service (no
Events, and the omission of most Utility Service Interfaces). It is intended to be
implemented by those service applications needing to provide SIF -compliant Data
Object support for straightforward RESTful clients, such as a Dashboard application
running on a mobile device .

4.1.1.2. Brokered Architecture

In the Brokered Architecture configuration, middleware (typically in the formo fa
Message Broker or Enterprise Service Bus (ESB)) is enhanced to support the
Environments Provider Interface. This middleware ensures that all Requests,
Response and Events are securely routed between multiple client applications,
which support the Serv ice Consumer Interface, and multiple Service applications
that support the Service Provider Interface.

In all Environments, any non-supported service operation will return an immediate,
JRequested Operation is Unsupported response.

4.1.2. SIFZone

The Zone in wh ich the Service is to be found always qualifies every Consumer request for
any Provider Service . The size of a Zone is flexible and could encompass the educational
applications in a single building, a school, a small group of schools, a district or a region.
A SIF solution consists of one or more Zones deployed and configured to meet
educational data sharing and r eporting needs.

The presence of multiple Z ones allow s two or more Service Consumers to each register

as default Zone provider s of the same object type within a single Consumer Environment.

This enables SIF solution administrators and integrators to better define how systems

that publish similar objects cooperate within the same organization (e.g. Student
Information Systems and Special Educa tion Systems), by optionally defining and
Jclusteringi each Service Provi deE€amsumenmsdntoia s s
separate Zone in which they can more closely interact. A typical example would be
applications in a district level SIF Environm ent that only need to share data within the

same specific school.
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Each Zone has a uniqu e (within the Solution) identif ier that correspond s to its scope in
the educational organization. Examples of possible Zone identifiers within the  Norfolk
District integ ration above include :

1 RamseySchool

1 RamseySchoolTesting
1 SpecialEducation

{1 Districtwide

Scoping might be by individual s chool, by whether the SIF Environment was test or
production (which can be decided at the  Solution level as well), by whether the student
information came from an SIS or Special Education system, or by a combination of all
three. The Zone identifiers are ¢ hosen by the administrator and can fo llow any
convention that best meets the needs  of the deploying organizations.

Every Consumer is provisioned with a default Zone, which will be used to scope Service
Requests if no zoneld parameter is specified in the Co nnector URL when the request is
issued.

4.1.3. SIF Context

The Zone is the primary means of partitioning educational data, applications, and
policies. A SIF Context offers the ability to further p artition the data within a Zone an d
reflect different perspectives of the data based on end user and administrator needs and
application abilities.

Contexts are not g lobal: they apply only to a single Object or Function Service type and
are specific to the Data Model of the payload being carried. A Zone can contain mult iple
Service Providers that support the same type of objects, as long as they have registered
to do so for different ¢ ontexts.

For example, a supplied context might indicate that the Student Schedule being
requested is for the next term rather than the cur rent one.

If the Consumer knows no Context , or if none are defined for the Object Service type, the
contextld parameter in the Connector URL when the request is issued s setto DEFAULT.
Only one Provider of a given objec t type in a given Zone may supply objects with this
Context.

Any given Service Provider in a Brokered Architecture can provision itself to support
multiple ¢ ontexts in one or more Zones. If there is no matching Service Provider that
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supports a Request qualified by Zone and Context, the Request must be failed by the
bro ker.

4.2. Message Exchange Patterns (MEPS)

Service Consumers and Service Providers exchange data within an Environment via three
message types: Request, Response and Event

These are combined to support two message exchange pat terns:
1 Request / Response
I Event Publish / Subscribe.

Each will be described in terms of a Brokered Architecture . In Direct Architecture s, all Service
Provider s and the Environment s Provider implementations are identical, and any exchanges
between thes e components shown in the diagrams and descriptions below are internal.

4.2.1. Request/Response

A Service Consumer invokes an operation (makes a Service Provider Request) viaan HTTP
Request to the Request Connector Service (part of the E nvironments Provider | nterface).

The Request is evaluated, and the specified Service type (ex: Student), Zone name
(specified or Default) and selected Context are used to determine the correct registered

Service Provider to receive it. If no Service Provider corresponds to th  ese service-scoping
parameters, the Request must be rejected.

Otherwise t he Consumer Request is routed to the assigned URL of the selected Service
Provider, and the r esponse is immediately returned in the HTTP Response, as shown in
the figure below.
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Request / Immediate Response Exchange

Request
Connector

Service
Request
Brokered Servi
i ervice
Envi ron_m ents Provider
Provider

Response

4.2.1.1. Single or Multi -object Requests

There are two forms of the Create, Update and Delete requests, w  hich are generally
supported by all Service Providers unless specifically noted:

1 Single: Change is being requested for only one object.
1 Multiple : Change is being requested for multiple objects.

The Response to a multiple Create, Updateor Delete Request will return the results
of the operation for each internal object indicated in the Request. These results may
not match the object ordering in the Request, but t hey will include both the 1D of the
changed object (allowing sub -request / sub -respon se correlation by the Consumer)
and swcess/faled stwhese J3successi indicates the

f The suggested data change was completely accepted °
1 The Service Provider altered its object data accordingly

1 The requested change was or will be reflected inan  Event issued by the Service
Provider.

3Completely acceptedij means al |l request ewerecsiceessfyly smade.df al |
there was a requested change to an optional elementthat the Provider does not support, this is not reported as an error.
If needed, the Consumer can determine this happened by examining the corresponding Event the change genetad.
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4.2.1.2. Immediate or Delayed Response

Any Consumer Request can indicate that the Response is to be either 3 U mme di at ¢
or 3 Del atheelmdmediate clsa (illustrated above) , the Request is issued as an

HTTP Request, and th e Provider Response is returned synchronously in the HTTP
Response. If the Environment s Provider determines it cannot obtain the  immediate
response information before a C onsumer HTTP Request is likely to time out, it

should immediately return an Error Res ponse with HTTP Code 503 (indicating the
immediate Request has been rejected and should be reissued as a delayed

Request).

In the Delayed case, a FIFO Queue must be specified to receive the asynchronous
Response from the Service Provider. The immediate synchronous HTTPResponse is
from the Environment s Provider and indicates only whether the Request has been

J a ¢ ¢ e pnd & tging routed .

After t he Environment s Provider inserts the Service Response at the back of the FIFO
Queue, the Consumer must retrieve it from  the Queue via an explicit request for the
IJnextj asynchrtnous message

Request / Delayed Response Exchange

- HRequest

Request

Brokered
Environments
Provider

Senvice
Provider

Response

|Response

4.2.2. Event Publish / Subscribe

Service Consumers may subscribe to one or more Event types (  create, update and delete)
issued by one or more Service Providersduri ngitsi ni ti al J3provi sioning

11 please refer to the Queues Infrastructure Service section in the Infrastructure Services document.
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Service Providers (whether Utility , Object or Functional) post a change Event message
whenever their internal data is created, updated or deleted. These E  vents are then routed
to all subscribing Consumers, allowing themto  synchronize exactly with the internal data
of the Provider 2. Any given change Event message can report data changes of that type
for one or more objects (allowing one multi -object change Requestto generate one multi -
object Event).

In effect, a Service Consumer subscribes to a given Service once, and receives all
subsequent Events as they occur. Every Event published by a Service Provider goes to

every subscribed Consumer . The Event Connector Infrastructure Service owns keeping
track of the active subscribers and multiplexing each published Event to all of them. This

frees the Service Provider from having to maintain the subscriber list, or of even bein g
aware whether there are any activ e subscribers at all.

Publish Event to Subscribers

Publish
Event
Event
Comector (I
Senvice
Brokered o
b . rvice
| Get Hext Enwmqments Provider
Message Provider

4.2.3. Subscriber Error Handling Logic

The following rules describe how a subscriber should process incoming Events when they
are not consistent with its current internal state.

12 SIF 3.0 restricts the $suer of an Event for any Service to be the Service Provider. This is in contrast to SIF 2.x where non

providers of a Servie could, if properly provisioned, publish Events for that Service.
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1. Anunexpected Create Event arrives with the ID of an object the subscriber thought
already existed . The subscriber should issue an Alert!® (whether or not it kept or
discarded the Event data).

2. A Delete Event arrives with a n ID for an object t h a't the subscriber
existed. The subscriber should issue an Alert and ignore the Event.

3. An Update Event arrives with a n ID of anobject t hat t he subscri bei
existed. The subscriber should issue an Alert and may do a Query to get t he
current contents unless the replacement header is set to FULL, then the ch ange
event may be handled like an add event .

4. An Event of object type A arrives containing a n ID which indicates the existence of
an object of type B that the subscriber should have known about but d i d.nThea
subscriber should issue an Alert and do a Query on type B with the supplied D to
get the current contents of the indicated object.

43. Messag®arameters

Enabling exchanges of Consumer -issued Requests and Provider -issued Responses and Events
in a secure and robust manner, over a SIF -conformant REST tran sport layer , is the primary
function of the SIF Infrastructure. Every message exchanged has the following el ements,
provided by the sender that specifies the source of the message and the security, destination
and context information. In REST, these element values may be carried as:

1 XML/JSONelements in a message payload.
1 Fields in an HTTP header (case-insensitive as per HTTP specification)

1 Matrix parameters in a Request URL (located after the last URL path segment only  and
case-sensitive as per HTTP specification )

T Query par ameters I n a Re gqamck case-sebsiive ag pef HTTP t h
specification )
4.3.1. Design Paradigm

Un defining the message he abatyowssend swhatvs receivdlje pr
has been used. Every Service Provider in a Brokered Architecture has had to previously

13 pleaserefer to the Alerts Service in the Utility Service docment for further details.
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register as a Service Consumer. For consist ency (and except for the authorization value
which for reasons of security changes en -route):

1 Every HTTP header element and URL parameter inserted by the Consumer int o0 a
Request is seen in unchanged form by the Provider, which receives that Request,
except for those elements directly involved with routing its response (ex: Queue
ID).

1 Except where explicitly noted, every HTTP header element inserted by the Provider
into a Response is seen in unchanged form by the Consumer, which receives that
Response, whether | mmedi ately or delayed (in resftg
request sent to its FIFO Message Queue).

1 Every HTTP header element and URL parameter placed by the Prov ider into an
Event is seen in unchanged form by the subscribing Consumer, which receivest hat
Event.

As a result, the responsibilities of the Broker in a Brokered Architecture are concentrated
around secure message routing rather than data transformation. In addition, the
numbers of steps necessary to convert a SIF -conformant application betwe en Direct
Architectures Provider and Service Provider in aBrokered Architecture are minimized.

Each of the three message type headers (Request, Response, Event) will be considered in

the table below.

4.3.2. Parameter Details Summary
The Request, Response, and Event columns use the standard SIF Characteristics.
The Conveyed column us es the following abbreviations

H: HTTP Header

Q: URL Query Parameter
M: URL Matrix Parame ter
P

: URL Path

When more than one conveyance is utilized or a conditional is indicated , see the
explanation for details of its use.
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HTTP Header Field
NEIE]

Explanation

& Request

Accept HP | Used to indicate when the format that is expected in the

response (ex: application/json).

If omitted, may also be indicated by including  an extension in
the URL@EsIpjapy dnij

Otherwise results will be conveyed using the default,
application/xml .

accept-encoding C C H Indicate what pay load encoding is accepted in the response.
Valid values are: identity (not compressed) or gzip
(compressed).

access_token MC Q The token used to authenticate the sender of the message,
authorizing the requested action.

Usually the token /hash value of th e Authorization header.

This query parameter is only required when the Authorization
header is not set, or another authentication standard is
leveraged.

applicationld M Q A unique Id for an application in regard to the Data Privacy
Enforcer service. It is important to note that this is different to
the ApplicationKey (see below) which is used for authorization.

applicationKey MC HQ | If the Application Key is not contained in the Authorization
header, then this hea der must convey this key together with
the authentication.

The consumer may choose to convey this value in either place,
so providers must honor it in either place.

authenticatedUser ocC H Set to the users identification (depending on the authentication
used) when verified by the middleware. The receiving Service
Provider can trust this field |
credentials.

authenticationMeth MC Q The identifier for the authentication method used.

od Note: Placing basic access authentication information in a URL

query paramete r is highly unsecure and should not be used in
any production systems.

Unless otherwise specified the prefix from the Authoriz  ation
header is used: SIF_HMACSHA256/Bearer /Basic

Authorization MC MC | H Used to authenticate the Consumer and is the basis for
determining whether the Consumer has the necessary
authorization to issue the Request or  publish the Event.

When conveyed in URL Query Parametersaccess token and
authenticationMethod are used.

changesSinceMarke | OC | OC HQ | Request: URL Query Parameter. O nly required if a changes
r since request is performed.
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HTTP Header Field
NEIE]

Explanation

Response: HTTP Header. Only required if the request had the
changesSinceMarker as a URL query parameter and no paging
is used or paging is used , but the first page is requested.

connectionld

MC

Identifies the established connection over which the next
message in the Queue is being requested and delivered.  This
must be a unique unsigned integer ranging in value from 0 to
one less than the current value of maxConcurrentConnections.

Must be include d only when the consumer utilizes multiple
connections to the same queue.

content -encoding

Indicate the payload encoding. Valid values are: identity (not
compressed) or gzip (compressed) .

See also: accept-encoding

content -Type

MC

HP

Tells the receiver how to parse the body of the message.

Supported generally, however SIF data models are generally
conveyed with types application /json or application/xml
(default).

Must be conveyed whenevera body is present.

May be omitted in a request. In that case the mime type is
either:

1 The mime type indicated on the URL (i.e. .json)
1 XML if not defined on the URL or the HTTP Header

See also: Accept

contextld

HM

The 3context} of the service pi
Context token values for a gi ven Object or Functional type
Service is defined by either or both the Data Model which the
Environment is supporting, and the administrators of the Zone.

If not pr ovided, it will default to DEFAULT.

This is carried as a matrix URL parameter in Requests, butis
conveyed as an HTTP Header field on Events

See also: relativeServicePath

contractld

Used in conjunction with the Data Privacy Enforcer Service. It
allows to s pecify a specific contract that is in place between two
parties and what exact file r rules apply.

deleteMessageld

ocC

The ID of the last message received and processed by the
Queue Owner.

Only used when making Query Requests to the Queue Service
Instance when deleting a previously retrieved message from
the queue.

environmentURI

ocC

May be returned by the environment provider where the
environment is pre -provisioned.
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HTTP Header Field

Name

ETag

ocC

& Response

sl Conveyed

Explanation

Optionally returned by a Service Provider within a Query
Response, equi val en tallthewbjects df thér e
type being queried, which are ma intained by the Service
Provider.

If it is returned in a Response, the Consumer may include it the
next time it issues any Query to that Service Provider , so that
the Service Provider can determine whether it needs to

respond to the query at all . (If the ETag value submitted

match es the current value, no data has changed, so the
response will be no different from last time )

eventAction

The specific type of Event being reported:
CREATE/UPDATE/DELETE

fingerprint

MC

MC

Unigue environment identifie r that can be safely shared with
others. In order not to compromise security it MUST NOT
match the environment A refld, sessionToken, userToken, or
applicationKey.

Added by the Broker to all Requests before forwarding to the
Service Provider.

Added by fun ctional service provider to ev ents that are
intended only for the job A owner.

generatorld

The optional identification tol
request or event (ex: the administrative clerk who entered in
the data that was responsible for generating a Create request).

messageld

UUID that uniquely identifies the message that carries it.

messageType

One of: EVENT/REQUEST/RESPONSE/ERROR
If not provided, it will default to REQUEST.

methodOverride

MC

HTTP PUT:

Included in an HTTP PUT message when it is conveying a
multiple delete request, since an HTTP DELETE is not allowed to
have a payload. Valid values are DELETE or UPDATE.

HTTP POST:

Included in an HTTP POST message when it is conveying a QBE
request because the HTTP GET isnot allowed to have a

payload. Valid values are GET (QBE) or POST (Create).

mustUseAdvisory

HQ

Informs the Service Provider that if the "suggested” Refld in the
Request cannot be assigned to the new object, the Request
should be rejected. Valid values are true and false. Used in
Create requests to Object Services.

navigationCount

The total nu mber of objects in the set of results generated by
the initial Paged Query that is associated with the returned
navigationld.
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HTTP Header Field

Name

navigationld

MC

& Response

sl Conveyed

Explanation

Identifies state maintained in the Service Provider for the
Consumer issuing the Paged Query Request. If returned, the
Consumer must supply the navigationld value when
requesting subsequent Pages of that object type from that
Service Provider.

This should not happen when queryintention is setto NO -
CACHINGor ONE-OFF.

navigationLastPage

Included as an aid for the Consumer in detecting when to stop
issuing Paged Query Requests.

navigationPage

MC

HQ

The number of the Page to be returned. Ifitis 0 utside the

range of results (which does not constitute an error) an HTTP
Response with a code of 204 (No Content) will be returned . The
first page is indicated with the value 1 (i.e. navigationPage=1).

navigationPageSize

MC

MC

HQ

This is included in everyPaged Query Request and indicates the
number of Objects to be returned in the corresponding

Response Page. If the Page Size specified is too large for the
Service or Environments Provider to supply, an Error with code
413 (Response too large) will be retu rned.

When contained in the Response, it indicates the actual
number of objects on the returned Page.

Order

Orders the result set by one or more specified elements and
directions. For example,
[name/nameOfRecord/familyName=ascending;name/nameOfR
ecord/givenName=descending ]. See discussion in Section 5.8.

partyld

A unique Id for a party in regard to the Data Privacy Enforcer
service. A party can be an organization , district, state,
jurisdiction etc.

podid

The unique ID (UUID) of the POD that was applied to a payload.
The Data Privacy Enforcer service may set this HTTP header.

podVersion

ocC

The POD version of the POD that was applied to a payload. The
Data Privacy Enforcer service may set this HTTP header. If this
HTTP header is provided it is expected tha t the podid HTTP
header is also set.

guerylntention

If the Consumer intends to follow up with further Paged
Queries after this one, this field must be included in the Paged
Query Request.

Valid values are: ALL/ONE-OFF/NO-CACHING

ALL: The Consumer intends to come back for the
remaining pages of data . It is expected that the
provider would return a navigationld HTTP Header in
this case.
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HTTP Header Field
NEIE]

Explanation

ONE-OFF: The Consumer intends to make only this
query, however the resul ts may come from a cached

source.
NO-CACHING: The Consumer needs the data returned
as it currently exists in t

gt is a 3hintj to the Service |

state (and supplying a navigationld) would be advantag eous.
When not pro vided the default value is ONE -OFF.

queueld MC

Contains the identity of one of
Queues to which the delayed Response or Job Object Events

from the Service Provider related to this request must be
routed.

See also: requestType, jobld

role (0]

A role name inregard to the Data Privacy Enforcer service. Itis
expected that this is used in  conjunction with the applicationld
(see further up) to further tie down privacy rules to a particular
application role (e.g. teacher, student) . Depending on the role
different privacy rules may apply.

relativeServicePath MC

Replicates all information contained in the segments of the
Request URL following the Request Connector. This could
include the Service name, eXtended Query Template name or
Service Path defining the payload format, and any
accompanying URL matrix parameters (Context and Zone).

URL Query parameters are included.

The Environment Provider places it into all delayed Responses
(and would therefore not be supplied by a Service Provider in a
Brokered Architecture) , as an aid to stateless Consumers.

It is optional for immediate Responses.

Replacement

Set to FULL (current values of all object elements) or PARTIAL
(only elem ents whose values have changed)

If not set, it is defaulted to PARTIAL.

requestld MC | MC

Only required for delayed Requests.

A Consumer specified J3tokewvery t|
delayed Request issued by the Consumer. It could be as simple

as a monotonically increasing integer. Used to correlate the
delayed (asynchronous) Response with the original Request. It
could be as simple as a monotonically increasing integer.

requestAction 0]

Indicates what the request is trying to do.
Defaults:
1 POST: CREATE
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HTTP Header Field
NEIE]

Explanation

PUT: UPDATE
DELETE: DELETE
GET: QUERY

f
f
f
1 HEAD: HEAD

requestType O]

One of IMMEDIATE or DELAYED. If not set, it defaults to
IMMEDIATE.

responseAction M

This must exactly match the requestAction value contained in
the HTTP header of the Request being responded to.

Valid values are: CREATE/UPDATE/DELETE/QUERMEAD

serviceName

The name of the data object collection being conveyed in the
event.

serviceType 0] O]

One of:
UTILITY/OBJECT/FUNCTIONAL/SERVICEPATH/XQUERYTEMPLA
/SERVICE

If not provided, it will default to OBJECT

sourceName MC

The applicationKey is added by Brokered Architecture to all
Requests before for warding to the Service Provider.

Used by the Service Provider in Brokered Architectures when
issuing an Al ert concerning an erroneous Request.

Timestamp MC | M

HQ

Date / Time of Event creation (in ISO -8601 format which is also
used as the basis of xs:dateTime)

If not need for authentication, may be omitted in the request.

If needed, only for requests this val ue may be provided as a
URL query parameter instead of a h eader.

Vary 0]

This HTTP Header can be set by the provider to indicate that it
supports compression. It would only be set if the consumer or
broker calls the provider with uncompressed payloads  where
the provide could deal with compression. In suchac ase the
HTTP header vary would take the following value:

Vary: Accept-Encoding

Where (0]

A restricted XPATH expression that qualifies which among the
set of all objects supplied by the Provider w ill satisfy the query
and be returned.

zoneld MC

HM

Indicates the Zone the Request should be routed to. Itis a
token that must have a value which:

1 Is unique from any other Zone ID

1 Identifies an entry in the Zone Registry if that Registry
Service is present.
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HTTP Header Field
NEIE]

Explanation

f not specified in thReqstns umg
Connector wildl insert the Cons.
(assigned to the Consumer when it initially created its

Environment).

This is normally carried as a matrix URL parameter in  Requests
but conveyed as an HTTP Header field on Events.

[name matches
eXtended Query
Template
parameter]

MC

Supplies value to a parameter of the eXtended Query template
whose token is in the last URL segment of th e Query Request.

Note: There are a number of elements that can either be provided as HTTP Header or as URL
guery parameter (i.e. navigationPage, navigationPageSizestc.). If a value is provided as HTP
header and as URL queryparameter, then the HTTP Hader must take precedence over the
URL query parameter.

Note : The Autlorization Token HTTPField value in the Requestas originally issued by the
ServiceConsumerin a Brokered Architecture will be replaced by the Request Connectowith a
value based on the sessionKey othe recipient Service Provider, before re-issuing the Request

to that Provider.

Effectively, the Service Provider receives a Request with an Authorization Token value identical
to the one it would have used if it had issued the RequestThis both maintains security for the
Consumer and serves to validate the deliveredRequestto the Provider.!#

4.3.3. URL Matrix Parameters

Where URL matrix parameters are present, they are restricted to the right most segment
|l ocated directly to the | eft of

of t he
parameters ,

URL

and

t hey

are delimited fr ohiscanformsto e st

common usage and is supported by the majority of REST Developer toolset  s.

14 Further details about the authorization token and the authentication methods utilized in SIF 3 may be found in the
description of the Environments Service in the Infrastructure Services document.
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Matrix paramete rs are primarily used in SIF 3 to convey Zone and Context qualifiers for
the service destination of a Consumer Request. This serves several purposes.

T Zone and Context Jdqualifyj the service rece
of the arguments passed to the service in the request. Matrix Parameters were
specifically designed for such usage.

1 When the Zone or Context changes, any previous request information caching by
the recipient Service should be discarded. Specifying them as ma trix parameters
allows this to happen naturally (since they are effectively part of the Service URL).

1 It avoids any confusion between the Zone and Context ID and  the Query or
eXtended Query Template parameter s whi ch are included af't

1 It provides clean removal of the previous message so the current one can be
retrieved.

Here is an example of a Query request U RL containing both types of URL parameters
(note that the where clause is URI encoded, as requi red in
https://tools.ietf.org/html/rfc3986#page  -12):

./students;zoneld= DuncanHigh2014;contextld =current 2where=%5B(name%2F
nameOfRecord%2FfamilyName%20%3D%22Smith%22)%5D

4.3.4. Notation Headers

JavaScript Object Notation (JSON) is an alternate way to represent an object in a tree like
structure. JSON is desirable for a variety of reasons including: good wire efficiency, strong
programming support, and sati sf acstdaanyodels ama n
formally defined using XML Schemas, JSON conversion is handled through  one of two
sets of rules.

Default: Goessner Notation > which uses schema -independent g eneric rules for ease of
translation.

Preferred : PESC JSOMN which uses schema -aware rules for consistent results.

15 http://www.xml.com/pub/a/2006/05/31/converting -between-xml-and-json.html

18https://nebula.wsimg.com/d0589a95b719d81e77b5d20dffba7f02?AccessKeyld=4CF7FAE11697F99C9E6B&dispo
sition=0&alloworig in=1
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Conveying Notation

When receiving a message, it is important to know how to parse it. Likewise, when
creating a response, it should be packaged so that the receiver can understand it.

In order to han dle the notation of the p ayload or convey the desired notation of the
response there are a collection of methods. They are presented here from most
authoritative to least.

Headers

In order to indicate the payload of this message the Content -Type header mu st be
used. When indicat ing compatible notations for the response the Accept header
should be used.

Accept application/xml
application/json

[others]

Content -Type application/xml

application/json

[others]

Extensions

As an alternative to setting the above headers a consumer may instead employ a
URL postfix to its requests. When doing so, request and response payloads, if any,
must be in this format. This indicator is only checked in the absence of the Accept
and Content -Type headers.

XML: ...students.xml (get a list of students as XML)
J SON: Y s t u(geearigt af stydents as JISON)
[others]

v

XML: ..students/72e1d0df-14fb-478b-84f0-c6cda83f62e6 .xml (get a particular
student as XML)

J SON: Y £72eldidf A4fbs478b-84f0-c6cda83f62e6 .json (get a particular
student as JSON)

[others]
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Default

In the absence of the above indicators, the software must assume XML is both being
sent and is desired in any response.

Precedence

If the HTTP headers are set and the URL postfix is used then the HTTP headers will
take precedence.

N otation

In order for consumers to receive the best available JSON for them , PESC JSON or
the Gessner Notation shall be indicated as define in the Experimental volume of this
release.

4.4. Request/ Response / EvBlgssage Exchange Choreography

The following s teps occur in the processing of every Request issued to a Service Provider,
including the optional g eneration of an Event reflecting one or more changes to the internal
Provider data resulting from the  object changes contained in the Request.

Process Table

1 The Consumer of a Service constructs the Request payload and
provides the required routing elements described above

The Consumer sends the Request to the Connector Service via
an HTTP J3JRequesti.

2 The Request Connector dete rmines the appropriate Service [ These are combined with the
Provider . specified Provider Type and

f If no Zone is specified, the default Zone for that Provider Name. It no
Consumer is inserted into the Request zoneld matrix | €Xisting Service Provider can

parameter. be found which meets these

, . _ specifications, go to step 3.
If no Context is specified, a contextld matrix parameter

value of DEFAULT is inserted into the Re quest URL. If the Consumer does not
have proper authorization to

invoke this request on the
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selected Service Provider, go
to step 3.

Otherwise g o to step 4.

The Request is rejected. The Requests Connector sets the error
code to indicate the reason.

sends an
Error HTTPResponse back to
the
terminates
thread.

The Connector
Consumer and

this message

The Request is valid.

If the
i ndi

Response,

requestType element
cated an

go to step 6
(leaving the HTTP Request

still J Othezwise gloj
to step 5.
A 3Del ayedj Response was askedAt this point, Request

JAcceptj HTTP Response back to the Consumer to indi cate the
Request can be routed and will be delivered to the Provider

delivery is guaranteed.

The Requests Connector replacest he Consumer As

Token with the value of the Authorization Token the selected
Service Provider would have used if it had generated this
This both

authorization rights from being abrogated by the

request as a Consumer 7. preve
Provider and
proves to the Provider that the incoming  request message can

be trusted.

The Connector reissues the Request to the URL supplied by the
Service Provider.

The Service Provider receives, unmarshals and processes the
The Zone,
Context and Service name argumen ts inform a multi -object

Request, according to the value of the requestAction.

Service Provider of which object type the Request applies to.

If the Request does not result
in a change to the Service
Provid ers internal data, go to
step 11.

17 please refer to the initial Consumer Registration section (specifically the Environments Provider create request) in the
Infrastructure Services Document for further details about how Consumers are authenticated.
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The Connector then adds the Response to the back of the FIFO
Queue
Delayed Request.

Instance which the Consumer associated with this

8 The Request resulted in changes to one or more internally held | If event messages will not be
Service Provider Objects. The Service Provider may initialize | generated, go to step 11.
one or more Event messages, with the appropriate zoneld,
contextld, serviceName and generatorld values.

9 For each remaining Data Object whose value was affected by | If the next changed object
this Request, the Service Provider adds the object changes to would exceed the Page Size
the Event messages. for Events of this object type,

go to step 10.

When all object changes are
reflected in the Event
message, go to step 10 .

10 One or more Events are ready to be sent. The Service Provider |[If more object changes
completes the Event message s, by calculating or copying an | remain be processed, go
authorization token value and Jublishes i the Events in an HTTP | back to step 8
Request to the Events Connector.

11 Any change Events resulting from the Request ha ve been | The Service Provider
posted. The Request must now be responded to. processing is completed at
Send the Response back as the HTTP Response equating the | this point.
following Response header elements with their Request [ The Response and Event
counterparts. messages still need to be
* requestld (if specified) delivered.

* generatorld (if specified)
* responseActionto match requestAction
12 The Requests Connector receives the HTTP Response. If the original Consumer
Request indicated the
Response should be
immediate, gotostep16
13 The Consumer requested a delayed Response. The process sequence

suspends until the message
moves to the front of the
FIFO Queue. When it does,
go to step 14
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14 The Responser eaches at the front d The process sequence is
Queue. blocked until the Consumer
i ssues a J3d&xeda
operation on the Queue.
When it does, go to step 15.
15 The Queue Instance returns the delayed Service Provider All Delayed Response
Response as the HTTP Response to a 3 Ge't Next processing has been
Request issued by the Consumer to its FIFO Queue. completed. Go to step 17
16 The Response has arrived for an Immediate Request . Sendthe [ Al  Immediate Response
Response as the HTTP Response to the original HTTP Request, | processing has been
completing the connection. comple ted. Go to step 17
17 Request processing (immediate or delayed) has been | If the Request did not result
completed. in a change to a Service
Provider A s  data, no
corresponding Event will be
generated. All processing is
complete d.
If there was a change to t he
Service P r o,vhutd
the Service Provider has not
been set up to generate
Events, all processing is
complete d.
Otherwise go to step 18
18 The Service Provider has created an Event message | If there are no subscribers to
correspondin gto the changes caused by the Consumer Request | this Event type, all
andhas sent it to the Event¥ Co|processingiscompleted .
Otherwise go to step 19
19 The Events Connector has received the Event published by the |[If there are no further
Service Provider in response to the original Consumer Request. subscribing Consumers who

8 In this case, the changes to theinternal d ata were caused by successfully processing a Consumer request, but the

process is identical to handling changes initiated by the Service Provider itself.
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The Connector must deliver the Event to the Queue of the next [ need to get th is Event, all
Subscribing Consumer. processing is completed.

Otherwise go to step 20

20 The next destination for the Eve nt message has been
determined.

The Connector removest he Pr ovi der A dokénut H

21 Add the Event to the back of the FIFOQueue that the Consumer [ Event delivery is now
associated with its subscri ption to Events of this type. guaranteed whether or not
the Consumer is currently
active. At this point the
processing splits . The Events
Connector goes back to step
19.

The process sequence stops
until the message moves to
the front of the Queue.
When it does, go to step 22.

22 The Queue Instance returns the Service Provider Event as the All processing resulting from
HTTP Response to the 3Get Ne x {the issuance of the
the Consumer to the FIFO Queue. Consum er Request has been
completed.

45. Error Handling

There are several points in the above process where the Service Consumer  could detect what
Is (or what it perceives is) a n error in an arriving message.

The Request Connector | An invalid Destination Service or an | Return an immediate SIF
rejects a Request posted by | Authorization violation (the Consumer Error Object.
the Consumer . was not properly provisioned to request

this Service)
The Consumer may

create an Alert?®.

19 Please refer to the Alerts Service in the Utility Service document for further details.
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The Service Provider rejects a | The Request had an invalid object | Return an immediate or
Request from the Consumer . | identifier (ex: A Query for an Object the | delayed SIF Error Object.
Provider did not think existed) , or the XML

payload of the Request was not aligned

with  what the Service Provider | '"e Service  Provider

understood to be the object schema. should create an Alert .

An Event or Response is | The Event had an invalid identifier (ex: an | The Consumer should
received which is deemedto ([Jupdat ej Event f o r | create an Alert.

be invalid by the Consumer Consumer did not think existed) , or the
XML payload of the Response was not
aligned with what the Consumer
understood to be the object schema.

45.1. SIF Error Message

The Service Provider returns a SIF Error Message to a Consumer issuing an erroneous
Request.

The actual format of t he Error Object is shown below.

Element or Char Description Type or Value
@attribute
@id M The identity of the Error Object Format: UUID
Code M Corresponds to the value contained in the HTTP | Format:

Header Status field in which the Error Object is the xs:unsignedint

20
payload. 400 (Bad Request)
Its presence allows the Error Object to be self - 404 (Object not
contained when/if it is persisted. found )

See: 45.2

20 See the HTP Error Code section below for the complete list of such codes.
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Scope M Attempted operation. E x i Format: xs:string

Message M A simple, easy to understand, compact description | Format: xs:string
of the error. The primary consumer of this message (xs:maxlength =
is the application user. Example: "Unable to open 1024)
database."

Description @] An optional error description thatis  more complete | Format: xs:string

and technical in nature. It is to be used as a
diagnostic message in trouble -shooting procedures.

Example: "The 'Students' table is opened in exclus ive
mode by user 'ADM1' (dbm.cpp, line 300)."

45.2. SIFHTTP Error Codes

An HTTP Error Code will be

whenever an Error object is returned in response to a Request.

This field can have on e of the following va lues:

returned in the HTTP Status field in the HTTP Header,

400 Bad Request XML error, version problems or error specific to a particular object
type, such as the omission of a mandatory element or an
unsupported query or an unsupported order clause

401 Unauthorized Illegal Consumer Authorization token accompanying the request

403 Forbidden Consumer Authorization token is legal, but Consumer is not
authorized t o issue the requested operation

404 Not Found Object ID does not correspond to an existing object. This can occur
for Query as well as Update or Delete operations
No Service Provider has been found to match the parameters (Zone,
Context, Service name) in the Request.

405 Method not Paged Query Request issued to Object U RL rather than O bject List

Allowed URL.
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Create Request issued to Provider Registry Service in a Direct Zone.

409 State Conflict An attempt has been mad e to create an existing object.

Attempt to create an Environment with an applicationKey for which
an environment does already ex ist (and multiple instances are not
configured).

410 Gone Used for query functionality where the Changes Since opaque
marker or Paged navigationld provided by the consumer is no longer
valid.

412 Precondition An attempt has been made to modify an  object when the Requester

Failed was not basing the modi fication on the latest version.

413 Response too A non-paged Query returning all objects was too large for the Service

large Provider (or Broker) to includ e in a single Response message.

500 Internal Servi ce | An unexpected error occurred in servicing the Request.

Error
503 Service Returned only for Consumer Requests requiring an immediate
Unavailable Response. This error indicates that the expected Service processing

time for the Request is great enough th at the Consumer must
reissue it as a Request requiring a delayed Response.

4.6. Success Handling

This class of 2XX and 3XXstatus codes indicates the action requested by the

issuing Service

Consumer was received, understood, accepted and processed successfull y.?*

200 OK The standard HTTP response code for all successful HTTP
requests, w ith the exceptions noted below

201 Objects Created One or more objects have been successfully created

202 Accepted The SIF Request contained in the HTTP request has been

accepted for routing, but the processing has not been

completed. This is the status code returned in the HTTP

21 A Service Provider issuing an Event to the Event Connector is treated as a Consumer issuing a Request.
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response to every delayed SIF Consumer Request, as well as
every published SIF Provider Event.

204 No Content

All change Requests have Responses with contents. This is the
response to a Query for which no existing object qualified
except where the query uses the object id notation ( e.g.
.../student/{studentld}). In such a case the HTTP Status 404 must
be returned (se e also description for HTTP Status 404) .

304 Not modified

The specific response when a Query asks for objects wh ich have
changed, and none have
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5. Service Operations

This section provides a more detailed description of the various types of Services and the set of
Requests, Responses and Events that each type support s.

The types of Service Provider Requests that a SIF3.x Service Consumer can issue are:
Query

Create

Update

Delete

a & w0 nNoE

Head

Many (but not all) Service Providers will publish Change Events when the y detect that one or
more elements in the data they provide has changed, either as the direct result of a Create,
Update or Delete Consumer Request, or due to some S ervice-internal mec hanism (ex: b rowser -
based input).

The Create, Updateand Delete Requests can all contain multiple embedded object -specific sub-
requests of the same type . For example, a single Update Request can result in an Object Service
Provider changing data element values in multiple objects, and a single Delete Request can
include the IDs of multiple objects that are to be deleted.

Change Events can also contain multiple embedded object -specific sub -events of the same type.
So in the above case, when a single Consu mer -issued Update Request arrives which contains
modifications for N obj ects, the Service Provider can process all of them, issue a single Response
back to the Consumer, and then publish a single Event to its subscribers reflecting all
modificat ions to the affected N objects.

The maximum number of object -specific sub-requests t hat may be J3packaged;i
into a single Object Request invocation varies by objec t type and is determined by the
Administrator. The same value also applies to the maximum number of objects of that t ype that

may be packaged into an Event.

5.1. Servie Typs

The following table describes the full range of SIF 3 Service types provided to SIF 3 Consumers
They are distinguis hed i n a Consumer Request by the value
Field.
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Data Object

A Data Object i s a self-contained collection of XML/JSONdata elements. Its format
is standardized in an XML Schema that is part of the locale -specific Data Model
rather than the SIF 3 Infrastructure.

The Data Object Service i s t heledeatsdorftamedi
in all d ata objects of a specific type.

Utility Object 22

A Utility object is also a self-contained collection of XML /JSONdata elements . Its
format is standardized in an XML Schema that is defined by the SIF 3.0
infrastructure and is in dependent of any locale -specific Data Model.

The Utility Service (and by implication the Environment s Provider which often
i mpl ements it) is the Jauthoritative s
Utility Service objects of a specific type.

Name d
eXtended

Query %

eXtended Query technology is used to standardize the way in which Query
Responses can be defined to meet important Consumer requirements. When the
token representing an Named eXtended Query is specified in a Query Request, the
Response can do some or all of the following:

1 Contain a subset of expected object elements (ex: no  Student Health or
Discipline information )

1 Include calculate d aggregates based on the data in multiple objects  of the
same type

1 Represent a combination of data elements contained in m ultiple objects of
multiple types

The format of the Named eXtended Query Response is specified in an XML schema
such as object in the data model or one specifically defined to match that eXtended
Query. In terms of validation however, all elements of the s chema are generally
consider ed optional. In addition, the inclusion of the Template itself in the Data
Model binding standardizes how the defined elements of the Response must be
produced.

Service Path %

Service Paths are predefined URL segments that are u sed to optimize Consumer

Queries in important use cases , by expressing object joins succinctly . For example,

22 For further details on individual Utility Services, please refer to the Uility Senices document

23 For further details on Named eXtended Querg, please refer to the following table and the appropriate subsection

below.

24 For further details on Service Paths, please refer to the ftlowing table and the appropriate subsection below
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a Query made to a URL containing 3secti
enrolled in Section 1234.

Such Service Paths are typically defi ned as partofthe 3 bi ndi ngj of
the SIF 3 Infrastructure and ar e mo st commonly used
associations. The XML schema defining the formats of the objects contained in the
Response payload is determined by the last segment of  the Service Path ( 3 s tnu d
in this case.).

Functional ( Job
Object)

A Functional (or Job Object) Service encapsulates stateful process behavior as well
as the data exchanged between applicat ions implementing that process.

It does this by supporting some or all of the me thods of a Data Object Service
Provider interface but applying them to educational processes such as
StudentLocator and EndOfYearRolloverather than Object data elements.

When a Consumer issues a J3Creat sipthdcreatian
of a new executing instance of t tatherthama c
new Data Object.

From a conceptual point of view, each Job instance contains a set of named
Jphasesi, identical to every o Gdivice. Theseb
discrete phases define and encapsulate the sub-actions that need to be done, but
they do not explicitly determine the ordering (since the phases defining a Function

may be executed in different order, depending upon the implementation and the
needs of th e site where the Functional Service is deployed).

Once created, the Job instance can be queried to find out where in the process it is
(what is happening, what is the current status of each completed phase) and the
Job may issue Events as its internal phas es are completed.

Each Job Phase is represented by:
1 A Phase name
1 A status (NotStarted, InProgress, Completed, Failed)

1 A defined Object Service corresponding to that Phase (which supports some
or all of the set of service operations)

The creator of the Job can therefore:

1 Monitor the status of the Job (through querying the Job instance or by
receiving Job level Events)

1 Indir ectly impact the Job through creating individual phase states.
1 Receive Events (where supported) from the various Phases of the Job.

1 Where appropriate Delete the Job.

Copyright © Access 4 Learning Page 66 of 103



SIF Infrastructure Spe cification 3.3: Bas e Architecture Version 3.3, May 2019

Infrastructure Like Utility Services, all Infrastructure Services are independent of any locale -
specific Data Model. Each supports a defined Service Interface, which when taken
together, define the En vironmen ts Provider Interface.

However, unlike all other Service Providers, the Consumer has a separate URL
(returned at Registration time) for each Infrastructure Service, which it must use to
directly invoke Requests on that Infrastructure Service.

Depending upon the Inf rastructure Service, each interface supports some or all of
the standard four service operations ( Query, Create, Update, Delety although no
Infrastructure Service posts Events when its internal data changes.

Privacy Service | The Data Protecti on Enforcer Service applies those data protection obligation rules

to a payload which are appropriate for the given consumer and provider. It
operates as afilter , and invoking it is optional in SIF implementations ? although SIF
implementat ions are expected to observe the rules captured in Privacy Obligation
Documents somehow .

The Data Protection Enforcer Service requires Service Consumers to obtain a token
(Data Privacy Marker) associated with the latest form of the applicable  Privacy
Obligation Document , and to include it with their request. The service will confirm
that the Data Privacy Marker is current (which can be used to cache responses), and

if so, will apply the current Privacy Obligation Document ruleset to the submitt ed
payload as a filter.

The following table further distinguishes between these service types. It omits Infrastructure
Services as they each have their own individual URLs (supplied in the Environment) and do not
construct URLSs relative to the Connector as shown in the examples bel ow.®

All Service types shown below have entries in the Providers Registry Utility Service. 2

Data Object students Query, Create, YES Normally YES unless
Update , Delete and specifically restricted
Head in the Data Model

Binding or a Profile .

25 For further details on the entire set of Infrastructure Services, please refer to the Infrastructure Services document.

26 For further details on the Service Providers Registry, please refer to the Utilt Services document
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uest

Utility Object zones Defined in Utility Defined in NO
Services document utility services
document

Named StudentSnapsho | Read Only NO NO

XQuery t

Service Path sections/{}/stud Read Only NO Normally NO unless
entswher e specifically enabled in
indicat es the the Data Model
section to Binding or a Profile.
report Students
for by ID

Functional studentRecordE | Query, Create, and YES NO

Service xchanges Delete

Privacy dataprotectione Update NO NO

Service nforcer/fil terreq

5.2. Requests

In terms of the URLs where these Requests are issued, assume an object type called
with a Student Service Provider located at a URLending in students and an existing Studentobject
with an ID of 12345.

Student,

Query (non -paged) .Istudents Returns data for all Students

Query by Object ID ./students/12345 Returns data for Student 12345

Query (paged) .Istudents Returns next page of Student Objects
Query (paged) .Istuden ts/12345 Never successful. Returns Error with

code 405 (Method not Allowed)

Create (single object)

.Istudents/student %’

Creates a Student and returns its ID

Create (multi -object)

../students

Creates multiple Student objects and
returns their IDs

27.0n some REST development platforms, this URL is inconvenient or simply not possible to access. In those cases, the

requester should issue amult-ro b j e c t

cr eattweddmt UjRL whi.d s

contains

onliy
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Update (single object ) | ../students/12345 Updates specified Student
Update (multi -object) .Istudents Updates multiple Student objects
Delete (single object) ..Istudents/12345 Deletes specified Student
Delete (multi .Istudents Deletes multiple Student objects

5.3. Service Requektentifiers

The following infrastructure identifiers are utilized in  support of messages of more than one
type. Each has been described earlier.

environmentld

An Administrator -defined globally unique token that identifies the Environment
granted to the issuer (whether Consumer or Provider) of this message.

fingerprint

A unique id for an environment that is safe to share, because no operations can
be done on the related environment referencing it by the  fingerprint. This is
useful for tying messages to an environment , without inviting attacks.

zoneld

An Administrator -defined name that u niquely identifies a Zone entry in the
Zone Registry Service curr ent |Bpviroomes.r
Typically used to scope the Service Provider which receives a given Consumer
Request.

contextld

An Administrator - or Data Model -defined name that uniquely identifies the
Context in the Zone in which the message is being exchanged.

messageld

A transport specif ic ID that accompanies all Requests , Responses and Events.
It must be convertible to an RFC 4122 compliant UUID (minus the  urn:uuid
prefix),wi t h the 32 hex digit SUF Message
{4 digits} -{4 digits} -{4 digits} -{12 digit s, jarjd with the 13th digit setto a 4
(random) or a 1 (MAC Address).

Note: The messageld is useful in identifying a specific message, especially in
support of error analysis
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[id] An immutable identifier attached by  a Service Provider, to every object it
supports. This identifier is unique to the Provider, and opaque to the
Consumer.

Unless explicitly defined otherwise, w hen used to identify an Infrastructure  or
Utility Service object, the ID format is always a UUID. However external Data
Models may define the format for their objects as a more general xs:  token.

navigationld Optionally returne d in a Paged Query Response, the navigationld identifies
state mai ntained in the Service Provider for the Consumer issuing the Paged
Query Request. If returned , the Consumer must supply the navigationld value
when requesting subsequent Pages of that objectt ype from that Service
Provider.

authorization Present in all R equests and Events, it is based upon the sessionToken assigned
to the Consumer after successfu lly creating its Environment. It is used to
authenticate the Consumer and verify that it has been authorized to issue the
Request or Event.

generatorld Optional in change Request and Events . When present it identifies the
Jgener at oRefuesband i$ darded over into any change Event resultin g
from servicing that Request.

It might take the form of the email address of the administrative clerk who

entered in the data. 28

dataPrivacyMarke Provided by c¢onsumerenfironments pAniintialcy awa
r dataPrivacyMarker is retrieved through the Data Privacy Enforcer service and
then supplied by a consumer with each request.

54. ObjectlevelQuery

The ability for a Consumer to obtain object information by issuing Queries to identified Service
Providers is one of the fundamental cornerstones of applicat ion interoperability.

28 If the SIF Data Model determines the payload of the Request message, the value of any generatorld element may be the
object ID of the responsibleuser.
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If the provider is not able to understand or implement th e query, an error response with code
400 is expected.

The following two HTTP Header field s are unique to all forms of Query Requests and Responses:

Description Example Value

or Format

requestld Whenever this field is present in the Query Request, it is 17
returned in the Query Response.

Ut is a Consumer s pustc unifjuelgidentilyt o k
every delayed Request issued by the Consumer. It is used to
correlate the delayed (asynchronous) Response with the original
Request.

It could be as simple as a monotonically increasing integer.

eTag Optionally returned by a Service Provider within a Query Format:
Response. In SIF 3.0 usage such an eTag is equivalent to a Opaque Token
3 ¢ h e c k s alintje objeats of the type being queried, which

are maintained by the Service Provider. 2°

If it is returned in a Response, the Consumer may include it the
next time it issues any Query to that Se rvice Provider.

If any data change occurred to any object of the type being
gueried since the eTag was returned to the Consumer, that
Request is processed normally, whether or not any of the altered
objects would be returned in the Response to this Query.

If there were no object data changes since the eTag was created,
the Service Provider returns an HTTP Response with a Code of
304 (Succesg no data modified )

2 In SIF 3.0 usage, the eTag doesot serve as a watermark (i.e. it applies to ALL objects of thattype supported by the
Provider rather than any specific one), so a change in any object will affect the eTag returned to all Consumers. On a
Query containing an eTag, the requirement to have an3 indne-mat chj HTTP Header el ement ac
detect object changes has been waived.
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The SIF 3 functionality described inthis s ect i on ¢ ov er sbjedtlevelretreevali, Wwhere d i
the Query Response s return all elements from all objects associated with the Query URL

Subsequent sections will show how this functionality may be extended t o i nclabd & i @ d |
retrieval where the Query Responses return only selected elements from a subset of objects
meeting specified J3where truej conditionals

5.4.1. Object -level Query Options

The follow ing Query options are supported independently of whether th e Query is
immediate or delayed , and (for Batch or Immediate Paged) whet her the Query is for the
entire object collection or further qualified by aNamed XQuery or dynamic Where Clause.

By Id A Query by ld is issued directly to the URL corresponding to a specific 0  bject
(ex:../students/12345wh er e 312345} is the unique

The Query by Id Response contains all data for the object corresponding to the
specified Id. If successful, e very supported element in that object is returned.

Bulk The Bulk Queryis made to an object list URL (ex: ../students) with no  query -
related qualifiers.

The Bulk Query Response (whether immediate or delayed) will contain all data
for all existing objects of the indicated type supported by the Service provider.

If the size of the returned data exceeds the limits  of what either the Service
Provider or the Environment can support in a single message, an Error with
code 413 (Response too Largeis returned.

Paged A Paged Interactive Query is issued to the URL corresponding to the object list
Interactive (ex:../students). It always requires an immediate response

It is typically one in a series of successive Consumer queries for the object data.
Each such Query Requesti s f or a J3pagej (a bouaofdled
objects that meet the constraints imposed by the Query

Example: A teacher holding a tablet dev ice runs a simple Service Consumer
RESTapplication that interactively queries the Assessment System for the first
30 Student scores, which are returned im mediately.

After they are displayed, the teacher
interactive Query wil | be issued, and the next 30 Student scores will be
immediately returned and displayed
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Pages will be defined in more detail in a subsequent subsection.

Paged Batch Similar to the Paged Interactive Query, except here the Consumer issues a

single Delayed Page Query (typically for all the objects) , and the entire set of
Query Response pages are 3returned asy
Queue without any further Query being issued.

The Consumer may get the individual Query Responses out of the Queue atits
leisure. They are identical in form to the Paged Interactive Responses except
that they all share the same Request ID (because they were all genera ted in
response to a single Request) .*

5.4.2. Query Response Pages

This subsection expands on exactly what a Query Page is, and the HTTP header fields that
support it.

A 3 P a g ebpundeds coliection of objects of the same type from the same Service
Provider, r et ur ned 1 n r e s@pQ@ueréntgtactivear batéhp g e

There may be many such pages, each containing a different set of objects, which  taken
together comprise the full set of objects which satisfy a given Query request. A given
Paged Query may be either immediate or delayed and may or may not have associated
guery qualifiers .

Paged Queries are the prim ary way in which Consumers can 3 w | Kk} t hrough
collections of objects in a controlled fashion.

Paged Query Use Case

There are 10,000 SISStudent records which a Student Contact System Consumer must
acquire to initialize itself to a new installation.

The Consumer assumes the results will be too large to beeported back in a single Response,
So it issues a series of Paged Queries, each with a Rg Size of 50 (the maximum number of

30 Support for Batch Queries is the responsibility of the Environments Provider rather than the individual Service Provider,

and whether that support is pre sent will be indicated in the created Environment. If supported, the Environments Provider
will J3break openj the single Paged Batch Query into a set
Provider until the end of the query results is reached. Each response returned will be inserted intathe specified Consumer
Queue.
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objects it can contain) and an increasing value for the Page number. The first Response
contains objects 0z49, the second Respons contains objects 5799 etc.

After 20 such Queries, the Consumer reaches the end of theata for the Query results, and the
set of exchanges is complete.

Alternatively, the Consumer could have issued a single (delayed) Batch Query Request artte
Environments Provider would then issue the 20 Queries, and asynchronously deliverthe 20
Query Responses to the supplied Queue Instance, where the Consumer could then retrieve
them one at a time in synchronous fashion.

From the point of view of the Service Provider, both cases are identicglin that a Paged Query
Request isreceived, and a Query Responses is immediately returned, and this happens 20
times.

In the case where a Consumer is issuing a long series of sequential interactive page

Queries, one obvious Service Provider optimization i s the ability to determine the 10,000

objects once,but then 3keep them aroundi so they can b
Paged Query Requests from that Consumer with very little additional overhead. The

ability to keep the set of objects around for reuse is especially important where they

satisfy one or more Quer y Constraints set either in a previous Where Clause or Named
XQuery Paged Request (see subsequent sections), so that the object selection does not

have to be re -executed with the arrival of each ne w Paged Query. In order for this
strategy to be efficientl y implemented:

1 Each Paged Query Request after the first one must include a Provider -supplied
Jidentifiery to allow it to be |inked with
recreating the complete list of objects to be returned . This identifier is the
navigationld HTTP header field described below. For Paged Interactive Queries, this
responsibility is placed upon the issuing Consumer. For Paged Batch Queries in a
Brokered Architecture , this is the responsibility of the Environment s Provider, whi ch
must take the original Consumer Query and issue a series of Paged Queries to the
Service Provider.

1 The Service Provider should not save the Consumer -specific state in the first place,
unless it has reason to believe that the Consumer will continue to request new
object pages using the returned navigationld. The Consumer should inform the
Service Provider that its state should be saved , by including the querylntention HTTP
header field in each Paged Query except the last. Whenever that field is present , a
Jtime to |ivei i ndi cator as sshauld ae¢ reset. Whent h t
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it is not , the Service Provider can immediately remove the Consumer -related state
associated with the navigationid.

The second advantage of connecting a Paged Query Request up with previously saved

state for that Consumer is that a consistent view of the objects maintained by that
Provider might be obtained. For example, if the XQuery script or XPath expression were
re-executed with each Request, and a3 | ower n u mpea was ddded mbdeleted

between any two Paged Query Requests, the entire object index would be skewed and
the same object would either be reported on two successive Responses, or not reported

at all.

Use of the navigatonld allows the Service Provider to generate a consistent array of
objects in response to the initial Paged Query, and supply all subsequen t Paged Requests
issued by that Consumer from there. If the Consumer is an Events subscriber, it can
determine if Objects are being added or deleted du ring the time it is requesting Pages,
because these changes will be reported in Events issued by the Ser vice Provider.

Returned pages to a paged querymay hold ' empt y' objects (objects
indicates that the given object no longer exist s in the source. Depending on the caching
mechanism implemented by the provider , such objects can be returned to ensure a
consistent collection of objects to be returned in each page. For large data sets there is

the possibility that objects have been remo ved by the time the consumer reaches the

page where the object was originally pl aced. In such a case the provider m ay return an

empty object.

The complete set of Paged Query / Response specific HTTP header fields or URL Query
parameter are provided in the table below.

querylntention Requests | If the Consumer intends to follow up with further 1 ALL
Paged Queries after this one, this field must be 1 ONE-OFF

included in the Paged Query Request. NO

dt is a 3hintj erdhatt he Se CACHING
maintaining Consumer state (and supplying a
navigationld) would be advantageous.
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navigationld

Response
and then
Requests

Optionally returned by a Service Provider within a
Query Response. Ifitis, the Consumer must
include it on all subsequent Paged Query
Requests it issues which have the same Query
constraints ( service and (where present) query
qualifiers ).

Itis used to allow the Service Provider to reuse
the Query results for an individual Consumer
even in cases where mu ltiple Consumers are
changing the underlying data between Paged
Query invocations.

Opaque
Token

navigationPageSize

Request
or URL
Query
Parameter
and then
Response

This is included in every Request and indicates
the number of Objects to be returned in the
corresponding Response Page. If its value is zero,
the Response will contain no objects, but such
usage may be valuable if the Consumer wishes to
ascertain from the returned navigationCount:

9 The total number of objects which can be
paged through, before beginning Object
retrievals

9 The aggregate number of objects which met
the constraints contained in the associated
query qualifiers

If the Page Size specified is too large for the
Service or Environments Provider to supply, an
Error with code 413 (Response too large) will be
returned.

When contained in the Response, it indicates the
actual number of objects on the returned Page.
This will be equal to the Page Size value in the
Request unless this is the last page of results, in
which case its value will be the number of
remaining obje cts.

Integer

navigationPage

Request
or URL

Query

The number of the Page to be returned. Ifitis
outside the range of results (which does n ot

Integer
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Parameter
and then
Response

constitute an error) an HTTP Response with a
code of 204 (No Content) will be returned.

Such a No Content Response is particularly
important in those cases when the Provider does
not support the itemCount field, as it allows the
Consumer to determine when it has completely
paged thro ugh the entire set of stored results.

Note: As inferred by the algorithms in  the
navigationLastPageentry below , the first
navigationPageis one (not zero).

navigationCount Responses

The total number of objects in the set of results
generated by the initial Paged Query that is
associated with the returned navigationld.

If omitted, the Service Provider is indicating that it
cannot, or chooses not to calculate the total
number of quali fying objects in advance. This
might be the case for a Service Provider front -
ending a dist ributed database, where performing
this calculation would be an expensive operation

Integer

navigationLastPage Responses

This HTTP field only appears in Responses
containing Item Count where the Page Size is
non-zero. It may be directly derived from the
following formula:

1 (Item Count/ Page Size) where there is no
remainder

1 ((Item Count / Page Size) + 1) in all other cases

Itis included as an aid for the Consumer in
detecting when to stop issuing Paged Query
Requests.

Like with navigationCount, if deter mining the
count is too expensive, this header may be
omitted.

Integer
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55. Service Paths

Although the SIF Infrastructure is independent of the Data Model defining the payloads it

carries, Service Paths are provided to optimize data retrieval for those DataM  odels which utilize
JAssociati vei objects. As s ume t he ,f Bdctioro vamdn g
StudentSectionAssociation, the last of which might contain the Refld of a Student, the Refld of

a Section and the infor mat i ooniationevithahateSdction (such dsat S
the student As attendancerthatsection)ds and final gr ade

A common Consumer use case might be to retrieve all students for a given section w h o Redld
Is known. This might be done by:

1 Querying the StudentSecti onAssociations collection for all associations with the given
section Refld (1 query)
1 Examining each returned Association object to obtain its corresponding Student Refld.

1 Querying the Students collection for the Student object corresponding to each Refld (1
query per student in section)

In the case where there were 40 students in that sect ion, this would require a total of 41
Queries. In a similar manner, obtaining all the Students in a School might require hundreds of
individual Query requests. With Se rvice Paths, the Consumer issues only a single Query in
either case.

5.5.1. Service Paths in Q uery URLs

When used, the Service Path replaces the Service Object Name in the URL of a Query
Request, and the Consumer never accesses the intermediate associative object . In the
example above, the Service Path in the Query URL would look like:

./sections/1234/students

The Query Response would contain the collection of Student objects corresponding to

the set of students enrolled in the section whose Refld was 1234. Thi s single Query
then provides the same Student data that would otherwise have r equired 41 queries to
obtain . The exact same approach could be used to satisfy other common use cases.
For example:

.Istudents/5678/sections returns all the Section objects i n which Student 5678 is
enrolled

..Ischools/9012/students  returns all the Student objects attending School 9012

../schools/9012/sections  returns all the Section objects offered at School 9012
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The following restr ictions apply to Service Paths:

1 They may only be used in Query Requests. A Service Path cannot be used to
create, update or delete data.

1 They do not post Events and cannot be subscribed to. In the above example,
when an existing Student is added to a Section, the only Event published will be a
Create Event, issued by the StudentSec tionAssociations Object Provider.

1 Theymay 3 nestj . T h e 1egal ahdmay be defingdiirLa partcular
Data Model binding to the SIF 3 infrastructure
..Ischools/9012/sections/1234/students, if successful, a query with this Service Path
would re turn all Students for Section 1234 located in school 9012.

In all other respects, they are the equivalent of Service Names . This means a Service
Path URL may be qualified by Context and Zone and be combined with Paged Q uery
HTTP Header fields and where clause URL Query parameters. What explicitly
distinguishes a Service Path Query is that:

1 The URL segments may include one or more UUIDs, none of which is the last
segment

1 The value of the JerviceTypej H THeéader Fieldiss et t olCEPSERYV

5.5.2. Service Paths in the Provider Registry

If a Service Provider Registry is present, e very supported Service Path within a given
Environment must have an entry in th at registry . This takes the form of

owningObjectName/{}/returnedObject Name

The 3{}} i1is a placehol der for the RefUd of
actual Query URL as issued by the Consumer. To support the examples above would
require the following Service Path en tries in the Provider Registry:

sections/ {}/stu dents
students/{}/sections
schools/{}/students

schools/{}/sections

Any authorized Service Provider may provide a Service Path, although in general itw il
usually be the provider of the Association object.
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56. eXended Quer@ptions

This and the foll owing section descri
to any Query Request in terms of satisfying conditions present in the Query URL.

be ways

The responses to O bject-level Query Requests includ e all the elements from all (or the next
page) of the objects supported by the Service Provider located at the URL to which the Query

Request is dispatched.

This section discusses how to use eXtended Query -based technology to impose constraints on

the object data returned ina Query Response, by:

1 Definingthe 3 w h e eriega which every returned objecthas t o0 me e tStuderd must be

a seniorj )

T Defining t hefedastlgwhelobjeco elgments with in each qualifying object are

to be returned ( ex: Jonly return Student name and address})

5.6.1. Terminology

There are several related terms, which need to be defined at the outset.

indicated collection of data.

XQuery A query and functional programming language that is designed to query and

transform collections of structured and unstructured d ata, usually in the form of

XML.
XQuery A script written in the XQuery 3l anguage,]j
Script constructs and logic to (among other things) manipulate, transform and normalize an

Named A registered eXtended Query that is designed to incorporate externally  set template
XQuery parameter values in its execution.

XQuery A (possibly Paged) SIF3 Query Request that contains : the identification of a

Request predefin ed (static ) Named eXtended Query entry in the eXtended Query Template

Registry Utility Service. This is optionally accompanied by the Named XQuery
parameter values , included as additional Query parameter s in the URL path .
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5.6.2. Static eXtended Query Templates

What di st i nghuesdnded Quary Reguest is the presence of the following two

fields:

serviceType [HTTP Indicates the type of Service being XQUERYTEMPLATE
Header requested
Field of
Query
Request

xqueryToken [URL The eXtended Query entry ID that xs:token
Segment identifies a Named eXtended Query

The value must be unique

stored in the Named eXtended Query within the integration , and

Registry. usually corresp onds to the
The query invoked by this Named name of a predefined
eXtended Query and the corresponding eXtended Query Template in
URL Query parameter s. the Data Model binding ora

Profile .

Ex: StudentSnapshot

A Query Request containing such a Named eXtended Query token can be dispatched to
the request connector that either :

a. Supports t he retrieval, interpretation and execution of  the eXtended Query and
related scripts.

b. Has been pre -prepared to accept thi s specific token value, roll in the supplied
template parameters , and process and return the resultant data

The format restrictions placed upon any Named eXtended Query that may be interpreted
by SIF 3 Named eXtended Query Providers are defined in the documentation of the
Named eXtended Query Registry Utility Service, and they may be further restricted by
site-specific data security policies.

Issuing a Query Request based upon a static Named eXtended Query is done by including
the name (its ID inthe Named eXtended Query Registry) as a URLsegment in the Request,
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optionally (depending on the script) accompanying it with parameter values used when
the script is retrieved and executed at the Service Provider. 3!

Example :

Hereist he URL t o &tudemsBySection stadic Nlamed eXtended Query
Templat e which will return just the students in the specified section, where the ID of
that Section is provided ina URLQuery parameter:

../ StudentsBySectionl®sectionld=acbh66d4b-0140-1000-0006-14109fdcaf83

Note that the equivalent result could have been obtai ned in this case by issuing
the following Service Path Query (if supported in the Environment)

../ sections/acbh66d4b-0140-1000-0006-14109fdcaf83/students

Consumer Process Flow

It is possible for the Consumer to read the contents of the Named eXtended Query
Registry to confirm that the query it wants to use has already been constructed, checked
for possible security violations , and placed in the Registry by the site administrators
under an agreed upon recognized name, which is the assigned value of its ~ xqueryToken.
However in those cases where a specific Named eXtended Query is particu larly useful, its
name and content may be standardized in the Data Model release, so that Consumer
applications can be constructed which rely on it being there in every Environment in to
which they are deployed (making the read of the  eXtended Query Template Registry
unnecessary).

In any case, the Consumer is assumed to understand what a selected Named eXtended
Query does, and how to specify the set of associated URLquery parameters that convert
it into the static Named eXtended Query which when executed by the selected Service
Provider, will return (in one Response or a series of Response Pages) the desired set of
objects with the desired set of elements.

Service Provider Process Flow

31 For a detailed explanation of the XQuery Template Registry Utility Service which support and expand these Template
Identifiers, please refer to the Utility Services document.
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Any Service Provider which has registered to support static Named eXtended Query must

perform the following sequence of operations

containing an xqueryToken.

when it receives a Query Request

The Service Provider receives the Query
Request and detects that there is a supplied
xqueryToken

If the Service Provider does not have the
Named eXtended Query pre-stored or
implemented , and if it does not support
interpreting and processing unknown Named
eXtended Query s, reject the Consumer Query
with a code of 404 (not found), completing
the processing for this Query.

If the Service Provider already has the Named
eXtended Query corresponding t o that Token
value, go to step 3.

The Service Provider issues a Query by IDto
the Named eXtended Query Registry Utility
Service, giving the supplied Token value as
the ID.

If an Error is returned, reject the Consumer
Query with a code of 404 (not found) .
Processing for this request is comple te.

The static Named eXtended Query is known
to the Service Provider and can be
processed. Execute the query, which may or
may not be represented as a XQuery Script,
by supplying the values of the appropr iate
URL parameters cont ained in the URL of the

Query Request.

If parameter matching fails, or if the script
itself exits with an error, reject the Consumer
Query with a code of 400 (Bad Request) .
Processing for this request is complete.

The eXtended Query script or other
implementation has successfully executed
and an Jdarrayj of
to partial objects, or of the data objects

themselves) has resulted.

resu

Save the eXtended Query Template contents
for potential reuse.

The processing is over. What happens from
this point is determined from the other
aspects of the Query Request (Paged or not
Paged, Immediate or Delayed).

Before being s ent in a Response to the
original Query, the collection of objects
returned by the eXtended Query script must

be 3wrappedj in the co
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element(ex:wrap i ndi vi dual 3s
objectsinthe 3 st udent s jorimdaa mé
agreed upon data structure as per binding
document .

In general, most of the elements defined in
the XML schema for an eXtended Query
Response are optional.

5.7. Dynant Query

While static Named eXtended Query s are extremely powerful, and can potentially involve
multiple object types, cross Zone boundaries, calculate new element aggregates and make
content -based decisions theyare 3 st af because:

9 Site security policies may require pre -inspection of all scripts related to a specific
eXtended Query to ensure data privacy, as it may not be obvious from what is being
returned, w hether sensiti ve data has been compromised ( since among other things, a
script can return a potentially restricted value under a new element name)

As a result, a need was seen for a relatively Js
some limite d qualifiers o n any given Query which it could reasonably expect would be
interpreted successfully by all Service Providers

This functionality is achieved by attaching an a
specifying the intended Service Provider to which the Query is to be delivered . The value of this
parameter is a simple, URL-encoded XPATH expression which qualifies which of the objects
controlled by the Service Provider should be returned. It cannot be used if the Service type is

an exXtended Query Token.

A Dynamic Query designed to isolate and return all students who  took the introductory
course in Computer Science, might contain (depending on the Data Mod  el) the following
where clause:

?where=[(studentse ct i ons/ section=34CUS 101jf )]
In a more complex example, t he URL Query arguments to the Student Service instructing it  to
return all students named 3John Smithj would be:

../students?where=[(name/nameOfRecord/familyName="Smith")and(hame/nameOfRecord/givenNa
me="John")]
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Note:

1. For illustration purposes the examples above have not had URL encoding applied. For
the actual implementation URL encoding must be applied to all URL query parameters

2. Every condition in the Where Clause is assumed to start just past th e root of the object
being queried. The above example as a pure XPath would haveto ( but doesnAt)
with:

students/student

All Dynamic Query Where Clause values must conform to the simplified standardized XPATH
format restricted for data security reasons, the format of which is specified below .32

Where Clause® where=[ Condition and Condition and Multiple condition s linked
Condition ¥ ] together by either one or more
or Janadg one or mor

Boolean operator s. Each
condition may be optionally
enclosed in 3()j

where=[ Condition or Condition or
Condition Y ]

Condition Element Operator Value Object element and possible

name/nameOfRecord/ familyName ="Smith* | Value, bound ed by an opera tor.

Element name/ nameOfRecord/ familyName XPath to the element (or
attribute) being evaluated
relative to the root of the object
(ex: students/student)

Operator = The ain=df 3! =f equ
operator s must be supported
for all elements that support
being dynamically queried .

< Whether support for the other
> operators is required or
optional depends upon the Data

32 This expression format matches that of a singuar form XQuery expression (see Utility Services Document section on the
XQuery Template Registry) but mandates neither namespace definitions nor absolute element paths.

33 For purposes of clarity, in this, as in all examples, the required URL encodingot he contents of the
assumed rather than explicitly shown.
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>= Model binding to the SIF 3
Infrastructure.
Value I3 Smithij All non -numeric values must be
Jtruej surrounded with double quotes
17
As a final example, the equivalent to the J3Quer.)

1234:
../students/1234
is the dynamic query (URL encoding not shown) :

./students/?where=[@id=1234]

5.8. Result Set Order

There are many use cases where the ability to specify the order of a result set is a
requirement. For example: a user wants to list all students of a school, ordered by last name. If
the results could all be returned at once (on a single page), the consumer could easily order the
students before being displayed to the end user. However, it is likely that there would be
multiple pages of students. In this situation, it is necessary for the ordering to be perf  ormed by
the provider of students.

A consumer may specify an feerydgnaric Qué rg orsService Batha ny
by adding a query parameter of the following form:

?order=[primarysortfield=direction;secondarysortfield=direction...]

For example, to order students by last name ascending, the query would be:

../students?order=[nam e/nameOfRecord/familyName=ascending]

To order students with 3l ast name ascendi ngi a
descendingjy as the sawoulddxaautg: sort order, vy

../students?order=[name/nameOfRecord/familyName=ascending;name/nameOfRe cord
/givenName=descending]
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All 3orderj sort fields must conf or m tdefingdinehe si mp
previous section .

Note:

1. For il lustration purposes the examples above
actual implementation U RL encoding must be applied to all URL query parameters.

5.9. Query By Example (QBE)

Another very usefulmechani s m f or a consumer to query data 1is
by Exampl ej ( QBE) . The concept is based videmapr ov
example or template of the data to be returned. For ~ example, if we want all female students
with t he legal family name o fJongs; t o be returned we would send
the object provider (we use the SIF AU 1.3 data model in the e xample):
<StudentPersonal>
<Personinfo>
<Name Type="LGL" >
<FamilyName> Jones </ FamilyName>
</Name>
<Demographics>
<Sex>2</Sex>
</Demographics>
<Personinfo>

</StudentPersonal>
The result of a QBEmust always be acollectionof t he same object type as t
above example a collection of StudentPerson al objects where the three conditions match. QBE
is an alternative to the dynamic query. The Dynamic Query is based on xPath notation to
provi de t {te adwitbgquayf QBE in contrast provides a partial Data Model Object
where the elements thata r e provi ded are beingl asedj iant hle

provider.

5.10. REST Call

Because QBE requires a payload (the query template) the QBE REST call is conveyed as aHTTP
POST. The HTTP GET cannot be used since payloads are not supported for HTTP GET3* To

84 http://stacko verflow.com/questions/978061/http  -get-with -request -body
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distinguish between a Create Request which is also conveyed as a HTTP POST, a HTTP header

c al
HTT

ImetlobdGyerride A wi t h

P header i s not

the provider as a standard Create Request.

present

tAGE®\ vraulsu e b
0 re RIBST sall mustde inteapreteccby o f U

p r o functobrealdty. If sacha QB E

The REST call does support all other features of a standard GET (query), ServicePath and/or

Dynamic query. Specifically, it supports paging, query intentions in immediate and delayed

mode. All standard response HTTP status codes as with a GET (query), ServicePath and/or

Dynamic query are supported, specifically if a provider cannot support a QBE

then the standard

HTTP status code of 400 (Bad Request) must be returned by the provider.

Example o f QBE Request:

5.11.

POST /.../StudentPersonals
methodOverride: GET

<StudentPersonal>
<Personinfo>
<Name Type="LGL" >
<FamilyName> Jones </FamilyNam e>
</Name>
<Demographics>
<Sex>2</Sex>
</Demographics>
<Personinfo>
</StudentPersonal>

QBE Payload & Query Functionality

The payload of the QBE HTTP POST call is asingle standard Data Model Object (i.e. not a

collection of objects). T he object provided

is the query template , meaning that all the elements

that are provided as part of the object are to be used in the query condition. Each element in

t he
The

is explicitly a template for matching objects

HIKEA

f or ms a
bany

payl oad

r e arsA noor ot her

as

speci fic

query

condi t iANDW. Th

conj unct i on,simcetheBEpayloado n d i

k n o w gntax. mhe 8nfy lsupyorted wildcard in

. The comparison operator for each condition is a

the value of anele me n t %A s

which stands for any number of characters. The following assumptions and constraints apply
to the LIKE comparator in QBE:

T A BLUKEA shall

b EQUALnIt tleerDpta Maded Objeet slemam type is

anything other than a string style type (i.e. dates, numbers etc.).

1 For string type elements, t h e
0 BABCA: No wi

BLYKEA with
| dcar ds i

n

has t h
i's equi

wil dcar d
t h@QU AllaA u e
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o BWABCA: Wildcard at t heENsDSa.fdtiNiAxdse anything v a | 1
that ENDS UN UYABCA.

0 BABC%A: Wil dcard at theSEARTS® f .WiltiiddcAse al u
anything that STARTS WUTH UYABCA.

0 BWABC®WA: Wil dcard at tvied uet a@ofdTANSAE et ©
case anything that CONTAUNS UYABCA.

o BAB%CA: Wil dcard anywhere in the value m
this case anything that STARTS WUTH YABA
and ENDS UN UYCA.

o Etc.

1 Case Sensitivity: No case sensitivity is implied or mandated. It is up to the

implementation of the provider if case sensitivity is required/applied or not.

Examples:
All the examples below are Student QBEs and show only a partial payload:

Example 1 : Getall students wi t h family name of HYJonesA
<FamilyName> Jones </FamilyName>

Example2: Get all students where the family name
<FamilyName> J%</FamilyName>

Example3: Get all students where the family name
<FamilyName> %one%:/ FamilyName>

Example4: Get all students where t he héfastmaheyis nam
BMi keA
<StudentPersonal>
<PersonInfo>
<Name>

<FirstName> Mike </FirstName>
<FamilyName> %one%:/FamilyName>
</Name>
<Personinfo>
</Stude ntPersonal>

5.12. Provider Registry & ACLs

QBEs are considered as standard OBJECT queries and therefore no other service type in the
provider registry is required. Uf the ACL for a
UAPPROVEDA then a consumer can i desmagnotgupeorttheamns usi
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at all, or it may not support all combinations. In such a case the provider must return a HTTP
status of 400 (Bad Request).

5.13. ljChanges Sinbi#unctionality

Events are already supported since the initial release of SIF 3. SIF Events are most commonly
supported in Brokered environments and are unlikely to be available in DIRECT environments.

To enable a consumer to reqguest c lE€heandaresnmenti,the e a
JChanges Si nc elhasdeennadded twSiFRa3.2i Theyd g i v e n cgn da amyt opaque
marker that indicates a point since the last changes have been requested. That opaque marker

can be a timestamp, a version number, an offset e tc. It is entirely up to the provider to
determine what this opaque marker is. The important thing is that the provider w ill return
changed data (payload) and the next valid opaque marker (HTTP Header) to the consumer in

the response to a "changes since" r equest.

IMPORTANT: "Changes Since" functionality is only applicable for OBJECT services and the Job
Object for Functional Services (not in job phases, however ). In other words, changes since is not
supported for any other service type such as SERVICEPATH{QUERYTEMPLATENd UTILITY.

5.13.1. REST Call(Consumer )

For a consumer to retrieve changes since a given point it simply issues  the following
request to the request connector of the standard Object provider (example for
xStudent s):

GET .../xStudents? changesSinceMarker =<opaque_marker_for_students>

Not e ahangessinceMarker | URL quer y Itpasrba med teat there
will b e a different opaque marker for each object type. The consumer is expected to track
them individually.

JChanges Siresahesjadditiomal WRL query parameter to indicate that the
consumer requests a J3Change Sincej} tuabRES8Tecall t h ¢
is conveyed as an HTTP GETand supports all other standard HTTP headers. Paging is
allowed but sortingandf i I tering (3wherej clauses as for
allowed and must be ignored by the provider if given by the consumer
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JchaengSi nceMar ker} Management

The changesSinceMarker is given to the consumer in two ways , one being the HTTP
HEAD method , the other being the response to the changes since request. Both of
these are detailed below.

HTTP HEAD

The initial methodtoretrieve t he 3 changesSinceMarkerij i s |
met hod to the Object Provider. UG h a rnhgee sODij nec
functionality for the given object, then it is expected to return the
JchangesSinceMarker}{ as a HTTheprddideadbesmoti n t
return that HTTP header then the consumer
functionality is not supported for the given Object Type/Service. It is expected that

the consumer calls this method when it first joins the SIF environmen  t and before it
performs and initial sync of all data.

Response to 3Changes Sincej request

Once a consumer hasretriev ed t he J3changesSinceMarkerj t
call, and has performed a full sync, it is assumed that the consumer will, at regular

int erval s, request Jchanges sincej with the
As part of the response to such a call the provider must return the new
JchangesSinceMarkerj} to the consumer as a
cases:

1 If the consumer has not provided any paging info , indicating that the
response holds all changes for the given object type, then the provider must
return the new J3JchangesSinceMarkerij as ;
wi || use that new valuecien tchaé Inext 3IFCh:

1 The consumer has provided paging info . In this case the provider must return
the new 3JchangesSaescaeM8lTKP Header field
first page . The consumer is expected to store that new value. It will still
requesttherema i ni ng pages with the original 3c
Once all changes have been received it will use the new
JchangesSinceMarkerj4 in the next J3Chang

Note : Un t he c a dis expettedithptahg praovigeh wili also return
the navigationld HTTP Header, since it is highly likely that the consumer will
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come back and ask for more pages until there are no more. The consumer
would provide that navigationld in each request as a HTTP Header or URL
Query parameter.

Expired 3 Ch an g e s jmérken c

tisup to the consumer to decide how frequent
thecase where a consumer has retrieved a 3ch
the provider for an excessive period of time , the provider may expire the ma rker. If

a consumer request changes since with a marker that is considered expired by the

provider , the provider shall return the HTTP status code 410 (Gone). For a consumer

to retrieve an updated marker it should go through the process of calling the

appr opriate HTTP Head method and then do a full sync of the applicable object. This

will ensure that the consumer is back in sync and has not missed an  y data alteration.

5.13.2. Payload Interpretation

The response payload to a "changes since" request is always a colle ction of the sam e
objects (i.e. StudentPersonal ). The payload can be empty if there are no more changed
data (HTTP Status 204 - No Content). Because objects have no element that indicates the
change type, there is a need to interpret the payload as listed below to determi ne the
actual change type:

1 If the refld/uuid of a particular object in the response payload does not exist in the
consumer A data store it must be assumed to be NEW (i.e. created).

1 If the refld/uuid of a particular object in the response pa  yload does exist in the
consumer A data store it must be assumed to be UPDATED (i.e. changed). It is
important to note that the  full object is returned , and not a partial object |,
because there is no way to indicate within the payload if the update is parti al or
full.

1 If a particular object in the response payload contains the refld/uuid only  the
consumer must assume that object to be DELETED.

5.13.3. Provider Registry & ACLs

J Changes are& consitlergd as standard OBJECT queries and therefore no other
service type in the provid er registry is required. If the ACL for a particular object service
l'ists the UYQUERYA right as UYAPPROVEDA then
requests. If a provider of an object type service does not support the "Changes Since"
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functionality , then it must return the standard HTTP status code 400 (Bad Request). The
"Changes Since" functionality is optional and not mandatory for a provider . Note

that a consumer can 3queryj the Object provid

an Objectprovi der supports the J3Changes Sinceij
Sincej requesi8)s (see al so

5.14. Change Requesaad Events Overview

An important scalabil ity feature of SIF 3is the ability to package changes to multiple objects
within a single change Request and/or change Event. This functionality is especially significant
during end of reporting periods , when for example many thousands of small attendanc e record
updates may need to be reported, because it al lows the publisher to reduce the number of
actual Events it issues by two orders of magnitude.

The following information applies to Create, Update and Delete Requests. It will be assumed
that the issu ing Consumer has supplied an authorization value that has been successfully
authenticated by the Environment s Provider, and it had been previously authorized to issue the
Request to the indicated Service Provider. The distinction between immediate and dela yed
change Requests only determines when and where the  results will be delivered and is covered
in more detail in the description of the Queue Service in the Infrastructure Services document.

5.14.1. Multi -object Requests and Responses

Single object change requests conform completely to the standard REST design patter ns,
and always result in an immediate Response that also conform s to the standard REST
design pattern (reporting success or failure with the appropriate HTTP code).

However, when a multi -object formatted Requestis issued (even if it contains only a single
object), the multi -object form of the SIF Response message must be returned. Here each
individual object in the Request will have its corresponding change status reported,
although its position within the multi  -object Response message may not be its posi tion
within the request (i.e. ordering is not guaranteed).  As is the case with the single object
Response, there is no object data (other than the Refld) contained withinan  y multi -object
change Response.

All delayed multi -object Responses must also contai n the additional relativeServicePath
HTTP header field, which replicates all information contained in the last segment of the
Request URL, including the Service name definin g the payload format, and any
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accompanying URL matrix parameters (which could inclu de Context, Zone and XQuery
Token). Any URL Query parameters are not included. 3°

In a Brokered Architecture the Environment s Provider inserts the value of this field , if the
Response is delayed. Its presence is transparent to the Service Provider actually
generating the Response ( whi ch doesnAt know wtisptohidng wilt h e
be delivered back to the Consumer imm ediately or delayed ).

Example:

The value of the relativeServicePath HTTP header field in a typical delayed Response
might be:

students;contextld=archived;zondd=WilsonSchool

5.14.2. Multi -object Events

All Events are multi -object, even if generated by a single ob ject change Request. All object
data changes resulting from any change request must be published within one multi -
object change Event generated from that Request, although again , the object ordering
within that Event may be different  than it was in the original Request .

In the case of create and update Requests, success for an individual object operation
implies that the values of all mandatory elements and every specified optio nal element
that is supported by the Service Provider will be se t to the values contained in the
Request. Even if one or more unsupported optional elements do not have their values
changed, the Request will be ¢ onsidered successful.

5.14.3. Partial Failure s

Thesecan occur -dmj eac t¥jmud h a n g €redkes Updatesr Delgteefor which
the Service Provider is processing each object change in turn. For example, one or more
or all of the object ID values in a Delete request might not match the 1D of any existing
object of that type.

®%This allowsjaCdasamereto reconstruct an outstanding del a

3¢ The removal of the requirement to maintain the Request ordering of objects in the generated Response and Event allows
Service Provider implementations to crack open amulti -object Request, assign a different thread to each object change,
and dynamically build the Response and Event messages from the individual threads as they complete procesing an
object-specific change.
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The top level of the Response sent back by the Service Provider in this case will still

i ndi csactess. Bhei ndi vi dual Jstat usi assigned to ec:
the Response will indicate whether or not the change is now reflected in the data

associated with that specific Object . Failure of a multi -object request, like failure of a

single object request, occurs only when a global error (ex: authorization violation, i nabili ty

to unmarshal the payload) is detected.

5.14.4. Message Payloads and Data Objects
Ingeneral, all Jinfrastructure el ementsj such as
Type are specified as either URL Query or Matrix Parameters or as HTTP Header fields.

As a result, for most forms of chang e Requests and Events, the HTTP payloads can be
unmarshalled directly into programming | anguage
wrapper sj defined over t he object contents
independence from the data model, would of necessity have to be of type xs:any.

This greatly simplifies the requirements placed on sta ndard XML to object converters.

5.15. Create

The Create Request is different than the other Change Requests because at the time itisissue  d,
the id attribute, which is assigned by the Service Provider, is not yet known. The Consumer
must provide a 3suggefbedj Bat c aatOdiyp theService £rievider
is not required to accept that suggestion unless the mustUseAdvsory field is set in the HTTP
Header of the Create Request . In that specific case, if the Service Provider cannot accept the
suggested object ID, it must respond with the following behavior :

9 Single Object Create: Fail the entire consumer request with an a  pplicable error status
code.

1 Batch Object Create: Accept the request but the returned payload has an appropriate
error status code for each individual object (see  example for Create Response)

Further for Batch Object Createthe Consumer As sudggébetedt @Dbnwidl i n t I
element of each sub -result in the Create Response (whether successful or not) , so that the
consumer can match the result to the original sub-request. This is required because the

ordering of sub -results in a Response message need not match the ordering in the Request

which generated that Response.
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The format expected f or the object id returned by an application service provider is a token

(although a given Data Model can define

its unique object identifiers however it chos es,

including UUID format ). The format s for the object id in the various Ultility Service s are defined
in the Utility Services document.

Create Request

A 3 St ude ntement boptaning at €
a minimum, all mandatory elements,
with an empty jorv adst
t h e XML altfibute.

A 3Student sj edngsmefn
mul tiple 3Student ¢f
the form described for the single object
Request. An  Jdniust pe provided for
each J3Studentj obj ¢
an Jadvi sory/ sugge
Jmust UseAdvi soryi
indicates if the id shall be used or ifitis
a pure suggestion that can be
overwritten.

Create
Response

An HTTP Response with a status of 201
(object created ). The payload consists
solely of the new Student object.

An HTTP Response with a status of 200
and a payload consisting of a single
JreateResponsg element . This
includes, for each requested object
successfully created, an inte rnal status
of 201 and the service-assigned refld .

Any requested object that failed to be
created is indicated by an error
statusCode and a corresponding error
payload

Such a sample createResponsepayload
is shown below.

Create Event

N/A.

Events are always reported with multi -
object payloads, even if they contain only
one object

A 3Student sij el eme
collection of all successfully created

Student objects, each of which contains

all the elements of the Student as

known to t he Provider (inc luding the
Jidj)

Example:

Create Request
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The following XML instance fragment illustrates the payload of a multi
Create Request sent to the Service Provider URL ending in students. The UD J3sugge
are not globally unique and will almo st certainly be replaced by the Service Provider.

<students>
<student i d =030
é student data é
</student>
<student i d =020
é student data é
</student>
<student i d =080
é student data é
</student>
</students>

Example: Create Respon se

The Response to a Jdcreatej

of an existing one.

<createResponse>
<creates>

<create id="df789elc - dfe7 -4cl8-8ef0 - d907bh8leable"

statusCode ="201" />
<create advisoryld="1 " statusCode="409" >

<error id="6f789elc - dfe7 -4cl8 - 8ef0 - d907b8leable"

<code> 409 </code>
<scope> StateConflict </scope>

<message> Student already exists! </message>

</error>
</create>

<create id="ff789elc - dfe7 -4cl8 - 8ef 0- d907hb8leable"

statusCode="201" />
</creates>
</createResponse>

Note that the error is embedded in the second create, and the results
directly to the order of the objects in  the original Request.

Request

advisoryld="3"

advisoryld="2"

-object Student

of 3 objec

do not correspond
Inclusion of the suggest ed

object ID value in the advisoryld element allows the Consumer to correlate the error to

the actual sub -request which failed.

The two successful create operations are reported back with their corresponding

assigned id attributes.
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