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1 Preamble

1.1 Abstract

1.1.1 What is SIF?

The Schools Interoperability Framework (SIF) is not a product, but a technical blueprint for enabling diverse
applications to interact and share data related to entitibg ipkk12 instructional and administrative environment.
SIF is designed to:

1 Facilitate data sharing and reporting between applications without incurring expensive customer
development costs;

1 Enhance product functionality efficiently; and

1 Provide besbf-breed solutions to customers easily and seamlessly.

The SIF Implementation Specification defines:

1 an XML-based messaging framework that allows diverse software applications to interoperate and share
and report data related to entities in the JgKinstructiomal and administrative environment;
an HTTP(S)based transport for conveying these SIF messages;
An alternative SOAMased transport and corresponding set of WSDL files which allow web services to
fully participate in these interactions;
I an abstract, pladfm-independent definition of a message queue for reliable delivery of asynchronous SIF
messages and related synchronous administrative fungtibes one Integration Server (ZIsand
1 an abstract, platforrimdependent definition of the interface betweesofiware application and the A4S
the SIF Agent

=a =4

These are known collectively as tB&- Infrastructure The SIF Implementation Specification also defines3te
Data Modef

1 an XML-based data model that models entities in thelpkenvironment aSIF DataObjectsto be shared
between applications.

A SIF Zoneis a distributed system that consists of a ZIS and one or more software applications with a SIF Agent (a
SIF-enabled applicationsharing/reporting one or more SIF data objects over a netwdski- Arplementation
consists of one or more SIF Zones deployed and configured to meet customer data sharing and reporting needs.

The SIF Implementation Specification defines architecture requirements and communication protocols for software
components and theterfaces between them; it makes no assumption of specific hardware or software products
needed to develop S¥nabled applications and Zone Integration Server implementations, other than their ability to
support technologies leveraged as the foundatioBHer most prominently XML and HTTP(S).

1.1.2 Schools Interoperability Framework Association

The Schools Interoperability Framework Association (SIF Association) is an industry initiative to enable
interoperability and data sharing between software agijics in the pK12 instructional and administrative
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environment, and the forum for companies and educators to participate in the development of SIF specifications in
the SIF Association's working groups and task forces. The SIF Association is designed to:

1 Join industry leaders in creating the rgeheration framework for education technology; and
1 Leverage camarketing opportunities with partners and distributors.

1.2 Disclaimer

The information, software, products, and services included in thenfplEmentation Specification may include
inaccuracies or typographical errors. Changes are periodically added to the information herein. The SIF Association
may make improvements and/or changes in this document at any time without naotification. Infocotiddmed in

this document should not be relied upon for personal, medical, legal, or financial decisions. Appropriate
professionals should be consulted for advice tailored to specific situations.

THE SIF ASSOCIATION, ITS PARTICIPANT(S), AND THIRD PARTY@NTENT PROVIDERS MAKE NO
REPRESENTATIONS ABOUT THE SUITABILITY, RELIABILITY, TIMELINESS, AND ACCURACY OF

THE INFORMATION, SOFTWARE, PRODUCTS, SERVICES, AND RELATED GRAPHICS CONTAINED IN
THIS DOCUMENT FOR ANY PURPOSE. ALL SUCH INFORMATION, SOFTWARE, PRODUET
SERVICES, AND RELATED GRAPHICS ARE PROVIDED "AS I1S" WITHOUT WARRANTY OF ANY KIND.
THE SIF ASSOCIATION AND/OR ITS PARTICIPANT(S) HEREBY DISCLAIM ALL WARRANTIES AND
CONDITIONS WITH REGARD TO THIS INFORMATION, SOFTWARE, PRODUCTS, SERVICES, AND
RELATED GRAFHICS, INCLUDING ALL IMPLIED WARRANTIES AND CONDITIONS OF:
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NOMFRINGEMENT.

IN NO EVENT SHALL THE SIF ASSOCIATION, ITS PARTICIPANT(S), OR THIRD PARTY CONTENT
PROVIDERS BE LIABLE FOR ANY DIRECTINDIRECT, PUNITIVE, INCIDENTAL, SPECIAL,
CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF USE, DATA, OR PROFITS, ARISING OUT OF OR IN ANY WAY
CONNECTED WITH THE USE OR PERFORMANCE OF THIS DOCUMENT, WITH EEDELAY OR
INABILITY TO USE THE DOCUMENT, THE PROVISION OF OR FAILURE TO PROVIDE SERVICES, OR
FOR ANY INFORMATION, SOFTWARE, PRODUCTS, SERVICES AND RELATED GRAPHICS OBTAINED
THROUGH THIS DOCUMENT OR OTHERWISE ARISING OUT OF THE USE OF THIS DOCUMENT,
WHETHER BASED ON CONTRACT, TORT, STRICT LIABILITY, OR OTHERWISE, EVEN IF THE SIF
ASSOCIATION, ITS PARTICIPANT(S), OR THIRD PARTY CONTENT PROVIDERS HAVE BEEN ADVISED
OF THE POSSIBILITY OF DAMAGES. IF YOU ARE DISSATISFIED WITH ANY PORTION OF THIS
DOCUMENT OR WITHANY OF THESE TERMS OF USE, YOUR SOLE AND EXCLUSIVE REMEDY IS TO
DISCONTINUE USING THIS DOCUMENT.

This specification is released with the following provisos to developers and educators.

1.3 Certification and Compliance Claims

Though a product may be demaastd to comply with this specification, no product may be designatetFas

Ce r t i Byiareodg&nization or individual until the product has been tested against and passed established
compliance criteria, published separat@iFCertification] Organizations and individuals that are currently paying
annual membership dues to the SIF Associatimhdedicating resources to the initiative may also use the
designatiorSIF Participantto describe their involvement with the SIF Association and SIF in marketing, public
relations and other materials.
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1.4 Permissions and Copyright

Copyright® SIF Associgon (2011). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on

or otherwise explain it or assist in its implementation may be prepared, copied, published and distribodnel, i

or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included

on all such copies and derivative works. However, this document itself may not be modified in any way, such as by
removing the coyright notice or references to the SIF Association, or its committees, except as needed for the
purpose of developing SIF standards using procedures approved by the SIF Association, or as required to translate it
into languages other than English. The tedipermissions granted above are perpetual and will not be revoked by

the SIF Association or its successors or assigns.
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2 Introduction

2.1 Specification Organization

This document, th&IF Global Infrastructure Implementation Specificaticgontains the SIF Infrastructure. This
includesArchitecture Messagingandinfrastructuresections. A separate document, 1€ Data Model

Implementation Specificatipgontains thé&IF Data Model. See Chapter 1, Preamble, for an explanation of
Infrastructure and Data Model. This document will be of interest to technical readers, including software architects,
developers and integrators.

1 ThePreamblgrovides an abstract of SIF along with the SIF Association disclaimer and details regarding
certification and compliance claims.

91 This Introduction oulines the organization of the specification, provides conventions used in this
document, and summarizes versioning of the specification. Highlights of additions/changes since the
previous version of the specification are also provided.

1 Architecturedescribes the assumptions, concepts, models, and requirements related to the SIF
infrastructure and data model.

1 Messagingletails the actions Agents and Zone Integration Servers take when sending and receiving
messages.

91 Infrastructureprovides definitions of the XML structure of elements, messages and objects related to SIF
infrastructure asmposed to data in the pK2 environment.

1 The document concludes with various appendices including lists of code set values defined within SIF and
in external documents, and ends with a listsbérence$o other documents.

2.2 Document Conventions

2.2.1 Definitions

The first time a term or concept is defined, it mayb®hasized

2.2.2 Structure and Values

SIF message and obj ect names, XML element tags, attribute names and values,
and other codes or values are typically presented as in this sentence.

2.2.3 Examples

Longer examples of XML or HTTP messages are typically numbered and presented as given here.

Example 2.2.3: Exanples Convention
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2.2.4 References

References to other works occurring in this text are given in brackets, e.g. [REFERENCE]. The text in brackets
corresponds to a key in tikeferenceappendix. Often when the text in the brackets duplicates surrounding text, the
reference alone is used (e.g. [XML] instead of XML [XML]).

2.2.5 Terminology

The key wordsMUSTMUST NOTREQUIREDSHALL, SHALL NOT, SHOULDSHOULD NOTRECOMMENDED
MAY OPTIONAL whenEMPHASIZEDare to be interpreted as describefRRC 2119]

2.2.6 XML Diagrams

Quick overviews of XML structures, including messages, objects, common elements and types, are provided in
XML diagrams. The following diagram illustrates the conventions typically encountered in SIF.

#: SequenceElement

@ RequiredAttribute @ OptionalAttribute

)

zzanyType xEany Type

#: MandatoryElement

wsanyType

| ©* OptionalElement ‘

| zsanyType

e #: MandatoryRepeatableElement ‘
| xEanyType

| ©» OptionalRepeatableElement ‘

| zzianyType

#: ElementOfRestrictedType

l=s:token

#: ElementOfUnionType

s hoolean | xziinteger | xs:decimal | xs:string | xs:dateTime | xsianyUR] | xs:haseB4Binary

#: ChoiceElement _—

s ——

[chaoice) TT—

Figure 2.26-1: XML Diagram Conventions
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XML elements are represented by rectangles with the name of the element in the upper portion and the type, if any,
in the lower portion. Attributes are represented in the same fashion, but h@eoarrather than a SIF icon.

Elements and attributes that are optional have a cifc{@dor 1 occurrence) to the left of the rectangle. Optional

and mandatory repeatable elements are indicated by a cir¢@edr more occurrences) ard1 or more

occurrences), respectively. Elemattributes are grouped together in a rectangular block and connected to the
element with a line that turns at right angles. Ordered sequences of XML elements are bracketed by lines that turn at
right angles. When a choice of XML elements is indicateel glements are bracketed by angled lines. A choice of
elements can occur within an element, or may be an unnamed choice of elements.

XML types are represented using the same conventions as for XML elements, though the type portion of the
rectangle typicily indicates a base type, if any.

The type name of any element, attribute or type may be prefixed ijtmdicating the type is restricted in some
fashion by one or more XML Schema facets (e.g. enumeration). When the type is a union of typesyadistiof
presented, each type separated bif the list of union types is long, the list may be marked with ellipses,|e.g.,

In an actual XML diagram, element, type and attribute rectangles are usually linked to their corresponding
definitions/destptions in accompanying tables.

2.3 Version Numbers

The SIF Implementation Specification uses the following version numbering scheme:
major version minor versiom revision number

Major versions typically introduce additions/changes to the SIF infrastructure and/or data model changes that impact
a significant percentage of S#habled applications (e.g. making previously optional elements mandatory, removal

of deprecated objects,eghents or values). The first release of a major version has a minor ver6i¢2.0f);

major version numbers startlfnd are incremented as major versions are relea€ed 2.0 , 3.0, ...).

Minor releases typically introduce new data objects, or optional additions to data objects, to the marketplace, and
may include minor infrastructure additions/changes that do not impact existiren&ted applications and that

Z1S vendors have agreeditoplement. The first minor version released subsequent to and within a major release
has a minor version df and is incremented as new minor versions are reledskd 2.2 , ...). If a significant

number of minor release features is introduced in a sp&tiihn, the SIF Association may decide to increment the
minor version number by more thane.g.1.1 to 1.5 ), though a number liké.5 is not an indication of being
halfway to a major release, as minor version numbers may be incremented significarity 2as0 , 2.11 , ...)

as data objects and other minor version features are released.

Corrections resulting from identified errata, as well as textual changes, may be incorporated into a revision release.
These typically include minor corrections to megsaor data objects, corrections of typographical errors, or
corrected/expanded documentation. If major errors in any release are identified, a revision release may incorporate
changes more typical of a major or minor release. First major and minor selheagea revision number @f which

is omitted from the version numbe. , not2.0r0 ); subsequent revision numbers start and are incremented

as new revisions are releas@d{1 ,2.0r2 ,..).
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2.4 Highlighted Additions/Changes Since Version 2.4

This release contains the following significant updates and extensions to the SIF Infrastructure Implementation
Specification.

2.4.1 New Web Services Transport

The new Web Services (SOAP) transport is defined in an appendix to the v.2.5 Infrastructure tdeom&iR

v2.5, this appendix section is selbntained and completely specifies how to use SOAP and WSDL to transport SIF
data objects. In a future release, this section may become more integrated with the rest of the Infrastructure
document.

2.4.2 Direced Events

An optional feature related to Event and Service Notify messages has been added. In past releases, the ZIS would
ignore the Destination Id element and distribute the Event to all subscribed agents in the zone. Beginning with this
release (v. 2)6the ZIS will route the Event (or Service Notify) message only to the agent specified in the
Destination Id element, if the element is present.

Since it is the publisher of a Directed Event that specifies the destination, there is no requirementettiptehe

of a Directed Event subscribe to events for that object type, nor even be&@iitted to do so. If the Directed

Event can not be delivered for other reasons (ex: no such destination) the ZIS must log an error, as the existing

Event mechanismlal ows no Afailure to delivero notification to

Theuseof the Destination Idelements described in section 5.1.3 of the SIF Infrastrieetmplementation
Specification, and the ZIS process flow logic for Directed Eventsritammed in section 4.2.2.9.

2.4.3 StandAlone Transports

As a result of the work accomplished in version 2.5, we now have two-alamel transports that can be used with
any existing or future data model, namely:

1. The Web Services transport, and
2. The tradiional HTTP/HTTPS transport.

2.4.4 Infrastructure Documentation

The following documentation changes have been made to the Infrastructure chapters of the Specification. No
changes to the meaning or intent of the Specification were made as a result eflitsese

1 Chapters 3 and 5 have been edited for clarity and Standard English language usage.

1 Flow Charts have been added to Infrastructure Chapter 4 to help clarify the messaging protocols. A note
has been included that if the text and the chart conflietigkt always takes precedence.

Orphan (never used) types have been removed.

Some paragraphs or small sections have been rearranged or brought together to reduce confusion or
conflicting statements on a topic.

1
f
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3 Architecture

This section describes thechitecture and components that make up SIF. It presentdehighfunctional
requirements for each component and interfaces between them. More detail on particular requirements and
interfaces may be found MessagingndInfrastructure

3.1 Assumptions

Thefollowing assumptions are made of at@thnical readers of this specification, especially end users undertaking
SIF implementations:

1 A passing familiarity witfXML] and its use. Readers lacking this prerequisite are referred to
[XMLINTRO ] and other ubiquitous materials.

1 A familiarity with HTTP and HTTPS and the security, encryption and authentication features of the latter.
These should be familiar to World Wide Web users.

1 A good understanding of the educational data that applicatiarsimplementation store and would
benefit from sharing, and the ability to identify equivalents in the SIF Data Model.

They should also be aware that there are numerousgaity products and services available to aid in SIF
implementation and integratio

Technical readers implementing SIF software and software solutions, particularly those implementing SIF agents
and Zone Integration Servers from scratch as opposed to using or building upgrathirdroducts and services,
should have an understandiof

The subset of HTTP 1[RFC 2616]referenced in the SIF HTTPS and SIF HTTP Transport Layers.
Those portionsfolTLS 1.0[RFC 2246] SSL 3.0SSL3]and SSL 2.JSSL2]that are applicable to the SIF
HTTPSand SIF HTTP Transport Layers, including associated encryption, signature and authentication
algorithms, including the use of X.509 certificates.

XML 1.0 [XML] and its references to Unicode and the t8TEncoding.

The role and use of namespaces in XMMLNS].

Accessing XML elements/attributes using XPR{RATH].

XML Schema data types and strugts|XMLSCHEMA] .

Relational database and message queue concepts.

f
f

=A =4 =4 =4 -4

It is furthermore assumed that implementersehattheir disposal or can implement:

1 Adequate XML tools (e.g. parsers; parsers that can validate using XML Schema, if desired; simple XPath
evaluators) as they develop StBmpliant software.

1 Implementations of HTTP(S) that support the SIF HTTPS Tran&pgdr, and optionally, the SIF HTTP
Transport Layer.

3.1.1 Notes on Related Technologies

Implementers are referred iotes on Related Technologjashich highlights technologies leveraged within SIF or
related to SIF, either in their entirety or as a subset. This partially normative appendix points out specifics casual
readers of referenced documents on these technslogist not ignore when implementing SIF Zone Integration
Servers and agents.
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3.2 Architectural Components

A SIF Zone is a distributed networking system that consists of a Zone Integration Server (ZIS) and one or more
integration agents. The size of a zam#exible and could consist of a single building, school, a small group of

schools, a district, a region, a state, a nation, etc. SIF is a scalable solution for data exchange. A SIF Implementation
consists of one or more SIF Zones deployed and configormeet customer data sharing and reporting needs.

A Zone Integration Server is the heart of the SIF architecture. The ZIS is a program that provides integration
services to all the agents registered with it so that they can provide data, subscrivesopeiblish events, request
data, and respond to requests. It is responsible for all access control and routing within the Zone.

Each application requires an agent, which typically is provided by the application vendor, to communicate with

other applicdions via the ZIS and their respective agents. For example, a school may use a student information
application, a food service application, and a library automation application. Each of these applications must have an
agent that acts as a-petween betweethe application and the Zone Integration Server.

In SIF, an agent never communicates with another agent directly. Instead, each agent communicates with the ZIS as
a trusted intermediary that brokers the exchange of data with other agents. Havingritendd® routing

responsibilities allows complex communications to occur between agents that have no direct information about each
other and that may or may not be available for communication at any given point in time.

The following diagram illustrates ggical singlezone SIF implementation for a school.
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Figure 3.21: SingleZone School SIF Implementation

3.2.1 SIF Systems

A zone is often defined according to physical boundaries; for example, a zone can consist of all the applications that
are connected over a private network and managed by one organization, such as a school. Security, scalability, and
manageability requireemts can also influence the decision of how zones are designed and configured.

Zones are a flexible and powerfully creative tool for meeting the data exchange and reporting needs of users; zones
can be as varied as the customers in the education madest@laile a single school zone may meet the needs of a
single school, SIF implementations can scale to meet the needs of specific end users through the use of multiple
zones, sometimes managed by different ZIS implementations. Two examples of many 1mftiplmplementation

design patterns are included here for illustration.

In the first, the data exchange needs of a district are met through the use of four zones, one for the district, and three
for schools within the district: elementary, middle and tighool. Here a student information system provides its
complete set of distrietvide data to a district zone, while providing schbaked views of and access to that data in
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the individual school zones. Library systems in this implementation are dodwed, while the food services
system, like the SIS, is distriblased.

District Student Information

[ == === = - -

ES Library MS Library HS Library  District Food
System System System  Services System

Figure 3.2.11: Multiple-Zone District SIF Implementation
The second example illustrates an agent communicating in both a district and a state zone. This agent could be

associated wit many different types of applications, including a SIS or data warehouse, reporting date up to the
state, or an application that supp@tsdentLocator , managing statievel student identifiers, and so on.
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Figure 3.2.12: Multiple-Zone State SIF Impieentation

Multiply the district portion of this diagram by dozens or hundreds of districts, each with its own local zone or
configuration of zones, and the distributed scalability of SIF using zones is readily apparent.
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3.3 Concepts

This section presenthé ideas behind the implementation of SIF, including the application and data models on
which it is based. It serves as a precursor to further descriptions in following sections.

3.3.1 Data Model

Data exchanged in SIF is defined using a serieltf objets These objects are expressed ugkigL] and are
defined structurally by this document and associated schemas, witlo¢hinieint and supporting documentation
defining the semantics behind the exchange of individual data objects s&thdentPersonal,
StudentSchoolEnroliment, andStaffPersonal

3.3.2 Zone Architecture

The common feature of all SIF topographies is thatraber of applications wish to share data. SIF
implementations consist of one or more applications with their associated agents communicating via a Zone
Integration Server (ZI1S).

Foodservice
application

XML
Message

Library
automation
application
Zone
Administrator

Student
information
application

Agent 3

Figure 3.3.21: Zone Architecture Block Diagram

One typical use of SIF imtconnect products from various vendors together within a single school. Typical
applications include a student information application, a food service program, and a library automation application.
Each of these applications are accessed through a vpraladed interface program called Agent

Since the same school shares these applications, it makes sense to group them together into a logical entity. This
entity is referred to as a zone and is managed by a Zone Integration Server (ZIS).
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There are nonedefined sizes for zones, so a zone can be as large or small as required in order to meet the needs of
the end user.

An application relies on its agent to exchange data using predefined data objects. The ZIS enables agents to
communicate by routing theslata objects through the zone.

To avoid erroneous and potentially unathorized access to information, the ZIS also provides access control so the
Zone Administrator can control which applications have access to which data objects.

3.3.2.1 Contexts

The Zone is the primary means of partitioning data, applications, and policies. Zones are typically organized around
geographic boundaries (e.g. school, district, region, state) or functional boundaries (e.g. horizontal integration,
student locator servisedata warehousing and reporting services). A SIF Context offers the ability to further

partition the data within a Zone, that is, to offer different perspectives of the data based on customer needs and
application abilities. For example, while a studafiirmation system typically serves as the source for student

related data in the default context of a zone, a data warehouse might better be suited to provide a historical or
longitudinal perspective of that exact same student data in a different cantertext more suited to the reporting

and data warehousing needs of an implementation. Contexts enable end users and system integrators to work with
data in new ways while retaining the zone topologies commonly in use.

In addition to offering differenperspectives on a zone's data, contexts allow two or more agents to register as a
provider of the same object type within a zone. This may lead to future solutions built around contexts; for example,
to better define how systems that publish similar objeobperate in the same zone (e.g. student information

systems and special education packages).

Contexts also make it easier to apply a different set of business rules to different audiences. Unlike zones, which can
be named and assembled in a varietways at the discretion of system integrators, contexts are named in the
Specification and are therefore part of the specification. The SIF Association sanctions contexts and provides
documentation that defines each context's purpose and any associaggensasseographies and business rules for

it. Contexts defined by the SIF Association have context names that beg®lithand the default context for a

zone is name&IF_Default . ItisRECOMMENDIHat all ZIS implementations support the SIF Assocmtio

defined contexts as they are introduced; support fordesamed contexts is strictly implementation dependent, and
agents are discouraged from relying on ad hoc ordesmed contexts.

3.3.3 Infrastructure and Messaging

Agents share data in a Zonie ¥wo models, the Publish/Subscribe model and the Request/Response model. In the
Publish/Subscribe model, agents publish data changes of interest to subscribers by seirdiBgemt message
to the ZIS.
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Figure 3.3.31: Publish/Subscribe Model

In the Request/Response model, agents request or query data from other agents in a Zone by sending a
SIF_Request message to the ZIS, eventually being sent one or BiéreResponse messages from an agent
in return.

(: Request
©) o @) =
Agent Agent
Response —)

Figure 3.3.32: Request/Response Model

This exchange of messages over a@&kned transport layer, SIF HTTPS or SIF HTTP, is the primary feature that
defines the SIF Infrastructure.

Every message exchanged over this infrastructure is wrapped irSiBeessage and contains a

SIF_Header element that specifies the source of the message and optional security, destination and context
information. In addition to the messages exchanged between agents via the ZIS, the SIF Infrastructure defines a
number of messages that are exchanged betweenaagkidlS, and between ZIS and Pusbde Agend these

serve primarily to register various agent settings at the ZIS and to support the exchange of messages between agents.
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Figure 3.3.33: Message Structure

3.3.4 Data Provision: A Request/Response Model

3.3.4.1 Routing

When an application (theequestgrwants to gather data from a specific data objeStFaRequest message is
sent to ZIS. The application may direct this request to a gdespondeby specifying an Agent Id in the
SIF_Destinationld element of SIF_Header . In most cases, however, t8& Destinationld element
is omitted in which case the ZIS routes the request to the default resporfdeider, for the data object of
interest. Agents register as Providers with the ZIS using eith&ifhé’rovision or SIF_Provide message.

There is a single Provider per object per context per zone. There may be multiple Responders for a given object in a
zone context.

3.3.4.2 Access Control

In order to maintain control over what data is exchanged ovemotieeand who exchanges it, the ZIS must provide
an access control system that limits who can provide, request, and respond to requests for which data objects. The
access control system must maintain policies for each registered application.

If the requesr knows or wants to control who the responder will be, it must place the responder's agent identifier in
the SIF_Destinationld element of the header of t&#F Request message. The ZIS will examine the
SIF_Request message's header. IB4F_Destinationld element is present, the ZIS must route the
SIF_Request to the specified agent/application subject to the limitations imposed by the access control security
policies for the zone. For instance, even though an application specifies that it wishes a spgiiation to
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respond, the zone security policy may prohibit the specified application from gen&Hgirigesponse
messages.

An application that wants to provide access to the data it contains via SIF may function as a responder. Such
applications willsupport one or more SIF data objects. The application listei®@FoRequest messages for the
objects that it supports. When it receiveSIE_Request for a supported object, the application will generate one
or moreSIF_Response messages containing thppication's data, which will be routed by the ZIS to the
requester. The responder must place the requester's agent identifiesliR tbestinationid element of the
header for eacBIF_Response message generated.

3.3.4.3 Error Reporting

When an applicatin receives &IF_Request for a data object that it does not support, it must return a
SIF_Response message with th8IF_Error element populated to indicate the nature of the error (invalid
object), aSIF_PacketNumber of 1 and theSIF_MorePackets element set to indicate that no further packets
will be sent in response to ti#F Request .

3.3.5 Event Reporting: A Publish/Subscribe Model

Applications propagate data updates by publisiBlg Event messages for the SIF data objects that are being
added, changed, or deleted. In order for an application to receivesttredevent s, subscriptions for the SIF data
objects of interest must be entered at the ZIS. This subscription process is performesh\&pplication sends a
SIF_Provision message or one or ma&F_Subscribe  messages to the ZIS. Once the subscriptions are
entered, anglF_Event s for those objects received by the ZIS will be routed to the list of subscribers for those
objects.

SIF_Provision

ar

SIF_Subscribe

SIF_Subscribe

.»_.f_\i| — e E

[
|
[
|
[
I
Figure 3.3.51: Subscribe to Events
Once an application successfully sen@&R Event to the ZIS, the ZIS is responsible for delivering that
SIF_Event to the subscribing parties without any further communication t&tReEvent originator. The
SIF_Event originator does not know how many applications, if any, receiv&tReEvent . No notifications

are provided to the originator to indicate wheth& R _Event was delivered to a subscriber or not.

The ZIS must maintain an access control system that limits whpudaish and subscribe to events for which data
objects.
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Figure 3.3.52: Register with ZIS

Before an application can utilize the services of the ZIS, the application must register itself by sending a
SIF_Register message to the ZIS. Once registereda@glication does not have to perform any additional
registration with the ZIS in order to be a publisheStf _Event data. Any application that has registered itself
with the ZIS may publisiSIF_Event s subject to the limitations imposed by the accesgalagecurity policies for
the zone. It is recommended that event publishers register their ability to publish events by using the
SIF_Provision message.

Multiple applications may publisBIF_Event messages for a given data object.

The application that iegistered as the Provider for a given data object must be able to subs&iibeHEgent s
for that object but the application is not required to subscril#RoEvent s in a given SIF implementation.

An application that has subscribed t8l& Event mustattempt to process tl&lF_Event according to the
business rules of the application. If BF=_Event contains insufficient information or information that is
inconsistent with the application's business rules, the application may ignore the message.

If an application publishes @IF_Event as a result of changing the data within the application and the ZIS rejects
theSIF_Event message, it is recommended that the application rolls back or cancels the changes that were made,
but the application does not haweroll back the changes. For example, an application may attempt to add a new
student and publish@F_Event to reflect the addition. If the application does not have permission to publish
SIF_Event messages for that type of object, 81& _Event is rejected. The application does not have to

remove the newly added student from its local database.

3.3.6 Communication: An Asynchronous Model

In order to ensure scalability and reliability, SIF requires that its request/response and publish/subdetgben
asynchronous in nature. Once a ZIS synchronously acknowledges recefiFoExvent , SIF_Request or
SIF_Response with the return of a successfalF_Ack , an agent cannot be assured that these messages will
immediately be delivered to subscribgsyviders/responders or requesters, respectively, or that it will receive an
immediateSIF_Response to any submitte&IF_Request .

The asynchronous communication model can be likened to communicating with someceneiliarehrough the
postal office: anndividual sends the message, but does not know when it will be received, much less when the
receiver will respond.

3.3.6.1 Guaranteed Delivery

In contrast to the asynchronous communication model, most-ag&is and ZISto-agent communicati@n over
currently defined transport layé¥sis synchronous in nature. Any time an agent sergl-aMessage to a ZIS,
the agent waits for 8IF_Ack to be returned from the ZIS to acknowledge receipt of the message. Once
acknowledged, the ZIS guarantees future delieéi§IF_Event , SIF_Request andSIF_Response
messages, barring certain error conditions. For messages not directly related to the request/response and
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publish/subscribe models, the acknowledgement from the ZIS also indicates successful completion afoperatio
related to registration, subscription, provision and system control operations. To complete the guaranteed delivery,
when a ZIS contacts an agent in Push mode, the ZIS waitsSiér &ck to be returned from the agent to

acknowledge successful deliverf/the message currently pending for the agent.

3.3.7 Security Model

The security model of SIF centers around three areas: encryption, authentication and access control. SIF provides
application agents the ability to specify the encryption and autheotiagaijuirements for all other agents that
eventually come into contact with their sensitive data. Various communication protocols over which SIF data may
be transferred, including SIF HTTPS, provide binlsupport for easing the implementation detailgudranteeing
encryption and authentication requirements. In addition, access control at the ZIS allows a zone administrator
complete control over which agents are allowed to communicate which data to other agents.

oy = .
Tl |
Transport.Layer Hop Hop -
Security HTTPS =
Transport Layer Security
Agent VAR
Session Layer Connection
Security Q _________ - =
]
Agent Who are you? ZIS
Are you on my
approved list?

Figure 3.3.71: Security Model

As SIFHTTPS is the default communication protocol that all agents and ZIS implementations must support, many
of the encryption and authentication levels specified in this document are tailored to the encryption and
authentication algorithms currently definedhiit SIF HTTPS. When a ZIS implementation supports other
communication protocols, the ZIS must guarantee that these levels are accurately reflected and adhered to when
communicating with agents that support these same protocols.

3.3.7.1 Encryption

Encryptian provides the mechanism to ensure that only the sender and receiver of a message can view the message
contents. In a totally secure model, all communications between agent and ZIS will be encrypted. The SIF HTTPS
protocol, which must be supported by ajeats and ZIS implementations, is a secure transport and provides
encryption of the data being exchanged.

If additional communication protocols, or transports, are used, it is important to know if these transports are secure
to avoid exposing sensitivdata. SIF provides a method for an agent to specify to the ZIS how secure the channel
between the ZIS and other agents must be when ultimately delivering the originating agent's sensitive data. ZIS
implementations must guarantee the requested securitg lglien communicating with recipient agents, regardless

of which transport is in use. If a ZIS is unable to ensure these security levels when communicating with a recipient
agent, the ZIS must not transport the message across the insufficiently secneg. ¢hisrecommended that the

ZIS log the inability to deliver the message to the recipient agent due to security requirements.
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The responsibility for guaranteeing the security of data that an originating agent transfers to the ZIS lies ultimately
with the originating agent, or zone administrators. For example, if the originating agent requires a very secure

channel for a given message, it should not intentionally or inadvertently communicate that message to the ZIS over
an insecure or insufficiently seeuchannel, should the ZIS support such channels. At that point, the data has already
been communicated insecurely. Zone administrators can prevent such occurrences by configuring the ZIS and agents
within the zone such that a minimum security level isnta@ned, below which communication is impossible.

In many cases, the establishment of a secure channel and encryption can be delegated to the transport layer.

3.3.7.2 Authentication and Validation

The role of authentication is to provide a means to enthate¢he author of a message is the actual author.
Authentication guards against a situation where a foreign agent claims to be a legitimate zone participant and fakes a
message to gain access or alter the SIF data, i.e., spoofing.

Another important role foauthentication is to provide the ability to detect that each message that passes through the
Zone arrives at its destination unaltered and unread by other intermediaries, im;theamiddle attacks.

Authentication support is optional but highly rezmended.

3.3.7.3 Access Control

SIF Zone accedglUSTbe able to be controlled centrally at the ZIS, allowing for local administration of Zone
security policies.

A SIF administratoMUSThe able to specify which applicatiokBAYparticipate in the SIF Zonavhich data objects
each applicatiomMAYprovide or request, and what events each applicsiéiproduce and receive. Refinements in
the granularity of control are permissible. In addition, a SIF administk&éofbe able to specify XML filter rules
thatremove messages or specific XML elements or attributes before being delivered to the application.

The access control requirements are discussed more fully under ZIS Requirements.

3.3.8 Zone Services

Until SIF Implementation Specification version 2.4, 81&€ Zone only allowed applications to interoperate by

exchanging messages conformant with the SIF data model, in accordance with one of the two data exchange models
(Request / Response or Publish / Subscribe) defined above. In a sense this was efguoglistraining application
interaction to what would be possible if they shared a reliable, secure common data store and an associated set of
record schema, and were automatically notified via a database trigger whenever a partner updated the data.

While this represented a powerful way to unify remote applications, the following capabilities were not provided:
1 Customized Operations:Create/Read/Update/Delete (CRUD) data were the only requests possible.
1 Transactions: Reliably know what, if anything, happened as a result of sending an update event.

1 Database ViewsPackage up and send elements from related data objects together in one message.

All these capabilities are offered by the traditional service paradigmewiherinternals (such as the object
hierarchy and process sequencing) are hidden in the implementation, while the client sees only the service interface.

In a service paradigm, individual services are choreographed by other services to provide neitiesazairike
Services are the way in which these capabilities may be realized within the SIF Zone. The key design constraint in
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its development was that the underlying SIF infrastructure would be extended (via additional message types) and not
replaced. Zoa Service clients are able to communicate with Zone Services over the same wire that SIF Object
clients communicate with Object Providers, and they operate in much the same way. All of them are fully supported
Zone citizens, and like previous SIF composemtll generally consist of an agent and an application.

Clients must be able to invoke methods on Zone Services.

All Service invocations are asynchronous.

Clients and Zone Services never communicate directly with each other.
Message exchange patternsidentical to the ones that exist for object providers.

=A =8 =4 =4

o Provisioning/System Messaging
0 Request/Response
0 Publish/Subscribe

As a result, the extended infrastructure functionality supports both the invocation of specific Zone Service Methods
(with definedarguments), and the notification of Zone Service events to service subscribers. By providing this
service capability within the SIF Zone, the normal message functionality of the Zone applies to the new message

types as well:

Guaranteed message delivery or failure

Automatic service discovery
Content based routing

=4 =4 =8 =8 -8 -8 -9

Data Object

Data elements are adjectives describing the obji

Data security (via data encrygh, authentication and specific administrator authorization)
Loose coupling between sending and receiving application (a service need never know its subscribers)

notification

Guaranteed correct packet ordering arepgion

All data exchanges map back to the underlying SIF Data Model

‘Zone Service

Operations are verbs that describe the actions a service ¢

perform.

Models an entity (e.g., Student).

Models a process (e.g., Locate Student).

Stateless data

Stateful behavior

Single fixed CRUD interface

Customized interface

Single owner (provider) per object per context
within a Zone.

Multiple Zone Servicemay supply or change a given objec
(usually by implementing calls to the Object Provider).

Allows applications to synchronize their data set

Allows applications to interact at a deeper level.

Multiple applications besides the Object Provide
can pubih change events for a given object.

Only the default Service Provider can publish notifications
the service.

Selective Message Blocking (SMB) can block
object events.

Selective Message Blocking (SMB) will not block Zone
Service notifications.

Table3.3.81: Differences between a Data Object and a Zone Service
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3.3.9 Naming Conventions for Agents and Zone Integration Servers

SIF requires that each agent and ZIS be identified with a distincseaséive identifier that is unique within a

zone. Thiddentifier is carried inside th8IF _Sourceld element of th&SIF_Header included in each SIF

message and is used, among other things, at the ZIS to reference access control permissions of each agent within the
zone. It is recommended that agent and ZISémentations have useonfigurable identifiers in order for zone
administrators to maintain unique identifiers within the zone.

The identifier should be descriptive of the role of the application in the zone. For example, the library automation
agent forRamsey Elementary might carry the identifier RamseyLib instead of the less descriptive CC41Agent. The
Zone Integration Server for Ramsey might be known as RamseyZIS.

3.3.10 Obiject Identifiers

Data objects and the data local to an application that mapge tibjects often must be retrieved by a unique
identifier. Likewise there often exist relationships between data objects that require a unique key or identifier for
efficient lookup of related data. SIF provides these keys or unique identifiers throjegtt mentifiers, also known

as Reflds or GUIDs thanks to SIF naming conventions and the type of identifiers used in SIF, respectively. The

StudentPersonal object, for instance, carries detailed information about a student , and most agents that
manage orequire student information reference the data stored in this object and often rRafidheof
StudentPersonal to locally stored data, or requédtiidentPersonal objects from the zone Hyefld .

Objects often carry an attribute that identifies a partiooibgect instance; this attribute is nanieefld . Itis

imperative thaRefld s not clash with any oth&efld . This is especially relevant when an agent manages a
database comprised of a mix of objects; for example, a library database containing p#iinareva mix of both
students and staff. To virtually eliminate the possibility of duplicate object identifiers and to provide a consistent,
decentralized way of generating these identifiers, SIF requires the use of a globally unique identifier (&UID) th
MUSTbe generated per published algoritHREC 4122]whenever &Refld is used. GUIDs in SIF have their own
format; theyMUSTbe 32 characters long and contain only valid uaese hexadecimal characters9(0A-F) with

no spaces or punctuation.

Object identifiers do not have to appear on any customer screens and tlieyefdacte any identifiers currently in
use by applications. Applications and application users can still reference data as they always have. The GUID
provides an additional key, which becomes the SIF primary key that agents use to reference an abj&tEwith

As stated, object identifiers are also used to represent relationships between objects. Where ré&efhcexd,

typically prefixed with the object name, eQfudentPersonalRefld in StudentPicture refers to the
Refld of the StudentPersonal object corresponding to the student photographed e.g.
LearnerPersonalRefld in LearnerSchoolEnrolment refers to theRefld of theLearnerPersonal

object corresponding to the enrolled learner. Other more complex conventions surrounding object identifiers and
Reflds can be found ibata Model

3.3.10.1 Object Identifier Persistence

When used as identifiers for objects that persist owattitake for instance thBtudentPersonal object that
represents a student in a Zéni¢is SIF's intent that object identifiers not change over time.Réféd  attribute

for John Doe in first grade should have the same value when John Doe is in secopith gnakte school or in

high school. This persistence of object identifiers enables longitudinal tracking of data within SIF, especially where
there exist no locally unique identifiers associated with objects. ImplementatiibslLCavoid reassignment of

object identifiers within a zone and as the primary home for individual objects may move from one zone to zone
over time (e.g. a student moving from a midsitdool to a higtschool zone).
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3.4 Agent/Application Requirements

Each application that wants te la SIF application, or Siénabled application, must have an agent written for it. An
agent is an extension to the application that communicates with the ZIS. An agent can be an integral part of an
application itself, or may be a separate, specializeatctif or interface to an application.

All applications that are part of a SIF zone must be able to gracefully handle all SIF messages including those
messages and data objects that the application does not supp&tEGE&EVIMENDHat the applicationeturn an
errorSIF_Ack message to the ZIS for those messages that the agent does not support (error category Generic
Message Handling, error code "Message not supported"). An ligeneturn an "ImmediateSIF_Ack to the ZIS
and ignore unsupported message

High-level functional requirements for all SE#habled applications include the following. More detail on particular
requirements may be found hessagingandinfrastructure

3.4.1 Communicate with the ZIS

3.41.1HTTPS

Support forSIF HTTPSis REQUIREDof all agents. An agemfiUSTbe able to communicate with the ZIS using SIF
HTTPS, but it may attempt to communicate with the ZIS using any communication protocol defined in this or other
specificationsSIF HTTPis the other communication protocol defined in this specification at this time. Support for
any communication protocol other than SIF HTTPS is implementdgpendent. If connection attempts in

protocols other than SIF HTTH&II, a connection over SIF HTTPS should be made in order for communication to
proceed. Given the sensitive nature of much of the data within the zoneECI©®MMEND Ehat all

communication occur over SIF HTTPS or similarly secure communication prstocol

3.4.1.2 Agent Registration

Given a communication channel between agent and ZIS, an agdeDiSIREDto register with the ZIS if it is not

already registered or if it wishes to change or retransmit its registration settingdFTiRegister  message

provides the ZIS information regarding agent capabilities and requirements, and allows the ZIS to contact the agent
in the future if the agent is capable of acceptingiBisated communications (a Pusode Agent).

An agentMAYalso indicate itsupport for various data objects and associated messages using one or more of the
SIF_Provision , SIF_Provide andSIF_Subscribe  messages.

3.4.2 Transmit Application Changes to the ZIS

When an application makes changes to its data that correspond tolgjeifHt supports, the applicatibhUSThe

able to publistSIF_Event s reflecting those data changes. If the application/agent makes changes to its data in
processing &IF_Event it has received, mMUST NOTpublish an event that duplicates the changeteasribed in
the processe8IF _Event . However, should the application/agent make additional changes beyond those in the
SIF_Event being processed, the applicatiSllOULyenerate a new event describing the additional changes.
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Figure 3.4.21: SIF Event

If an application does not support an optional field of an object or an element element is not part of the change being
reported by a SIF_Event, the applicatdidST NOTsend an empty element, (e.g., <BirthDate/> or
<BirthDate></BirthDate> ); iMUSTomit the element from the XML stream instead.

When publishindAdd events, agentglUSTinclude all elements listed as mandatorypata Modeffor the object.

3.4.3 Respond to Requests

All agentsMUSThe prepared to hand®&F _Request messages for all objects gracefully. In the case where an
agent receives @lF_Request for an object that it does not support, in addition to acknowledging thetedei
the message to the ZISMUSTsend eSIF_Response message to the Requester with IE_Error  element
populated to indicate the nature of the error (invalid obje@)FaPacketNumber of 1 and the
SIF_MorePackets element set to indicate that no further packets will be sent in responsesté tiRequest .

If an application agent is a responder for any object, the agent must be prepared tdSpFodesguest

messages for that object. This involves the abilitthefagent to traverse the application database and construct an
XML response stream based upon the parameters of the query request. All resigaieiesgpportSIF_Query

and query conditions that reference root attributes of the object as well as anyamaeldahents within the object,
along with their mandatory attributes. Respond&H©ULupport query conditions that reference optional
elements and their attributes, when the application supports such queries. Resgénersort
SIF_ExtendedQuery ard MUSTregister their support f@IF_ExtendedQuery  usingSIF_Provision
and/orSIF_Provide

When an agent is creati®IF _Response packets, iMUSTattempt to ensure that each packet is no larger than
the SIF_MaxBufferSize specified by th&SIF_Request . If for any packet a single packet does fit within the
suppliedSIF_MaxBufferSize , the agenMUST in addition to acknowledging receipt of the message to the ZIS,
send &SIF_Response message to the Requester with IE_Error  element populated to indicatesthature

of the error, and th8IF_MorePackets element set to indicate that no further packets will be sent in response to
the SIF_Request .

TheSIF_Request message also contai8$-_Version elements that specify which SIF versions the
responding agent shlgl use when preparing the response packets. If a responding agent can support a single
requested SIF version, it returns a response packet using that version. If more than one version is specified and the
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responding agent supports more than one of thesons itSHOULDespond with the highest version it supports.

If the agent cannot support any requested SIF version, in addition to acknowledging receipt of the message to the
ZIS, the agenlUSTsend &IF_Response message to the Requester with$iE_ Error  element populated to
indicate the nature of the errors#_ PacketNumber of 1 and theSIF_MorePackets element set to indicate

that no further packets will be sent in response t@the Request .

If any other error occurs while creatiBy- Response packets for a given request, in addition to acknowledging
receipt of the message to the ZIS, the a§inESTsend eéSIF_Response message to the Requester with the
SIF_Error element populated to indicate the nature of the error, SiffhMorePackets  set to ndicate that no
further packets will be sent in response to$fle_Request .

Agents supportin@lF_Request sMUSTbe able to return all of the object fields that the responding application
supports or a subset of the fields as specified by the query refaeskample, an agent may request that only a
student's graduation year be returned and not the &ttidentPersonal object. If the responder does not
support a requested elementylid ST NOTexclude the object from the response stream. Any requdstaer that

is unsupported is omitted from the response stream; when proc8#sin@uery requests, parent elements of
requested elements, including the object itself, are included in the response stream.

If an application does not support an optionaiedat of an object, MUST NOTreturn an empty element. The
elementMUSTinstead be omitted from the XML stream.

3.4.4 Vendor Application Support for SIF

Depending upon the type of architecture, the core application may need to be altered to ertheradgkat is able

to forward changes to objects of interest to SIF. For example, an application that edits student data may need to be
modified to capture the adds, changes, and deletes made to students and store them into a temporary repository until
theagent can forward them to the ZIS. Other architectures provide the ability to trap these changes at a server level
eliminating the need for any changes to the application itself.

To meet the SIF requirement of data robustness, it is hiRBIFOMMENDEiatall changes to objects of interest to

SIF be persisted using a database table, local message queue, or other highly reliable storage system. This
specification allows for the ZIS and any or all agents to be offline at any given time. Without storinghageyets

locally, these changes can be lost when the ZIS is temporarily unavailable; local storage allows these changes to be
transmitted to the ZIS when it becomes available.

When an object is shared for the first time in SIF, it is the responsibilityeadpplication making the object

available to assign its object identifiers/primary keys, typically a Refld in the form of a GUID, before releasing that
object to the zone in aikdd event or in &8IF_Response . Some application databases are extendedthoda

SIF object identifiers; others maintain mappings from SIF object identifiers to latefitlyed keys.

If an application changes data that maps to a SIF objecREGROMMENDHHat only the changed fields be sent to
the zone. This will result in safler message sizes and improved performance.

To avoid unintentional overwriting of data, unsupported fields or fields that have not been diargedOThe
sent to the zone using empty XML elements, (e.g. <Name Type="04 "/> or <Name Type="04 "></Néme> );
fields MUSTbe omitted from the XML stream instead.

3.4.5 Support Authentication and Digital Signatures

Supporting authentication is not a requirement but it is hifRIZOMMENDEDensure that your agent will be able
to communicate with any ZIS. SHoes not mandate the use of authentication, but it is feasible that many SIF
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implementations will require this functionality. This is especially true for installations that may use the Internet to
transport data.

Typically the authentication and verifigan mechanisms that are built into the network operating system or
transport protocol can be leveraged. If these services are available, authentication and verification take place
completely within the underlying security package.

The SIF HTTPS protocol gports authentication between an agent and a ZIS. If authentication is enabled and
properly configured, a message receiver (agent or ZIS) can trust the SIF HTTPS implementation to verify that the
message in its entirety comes from the claimed sender.

3.4.6Agent Local Queue

An agent can be developed with a local queuing mechanism so that it can automatically cache incoming messages in
a local queue and can acknowledge receipt of each message to the ZIS with "Imns¢Hiadek messages

(which causes the ZI® remove received messages from the agent's queue). Agents with an Agent Local Queue do
not need to send any "Intermedia8iF_Ack s to the ZIS. Use of an Agent Local Queue can be used to locally

support selective processing of messages, similar tatftidnality provided by Selective Message Blocking; its

use also allows more flexibility and robustness during application/system failure when successfully acknowledging
events, requests and/or responses before performing the correspdifdiegent , SIF_ Request and/or

SIF_Response handling.

Thea Agent Local Queue is not a required feature of any agent. Agent developers can choose not to develop the
Agent Local Queue mechanism.

3.4.7 Wildcard Version Support

It is possible for a SIF Zone to contain agesttten to different versions of the SIF Implementation Specification.

If a ZIS supports multiple versions in a Zone and there is at least one version in common with all registered agents,
they may then communicate with each other. It is also possibéeSti Zone to contain agents that have no

versions in common with other agents. These agents consequently have no ability to eltfhaBgent |,

SIF_Request or SIF_Response messages, unless the ZIS provides message conversion as described in
"Multiple Version" Zones

As message conversion is an implementatiependent feature of a ZIS, itRECOMMENDEiat agents register in
Zones and request data uslidrVersion  wildcards (se&IF_Registefor format) that allow for the exchange

of data between agents supporting any subset of releases withinraetegee cycle of this specification (e29¢

or* to accept anglF_Message in the 2.x lifecycle). (Note thdt allows messages from any major version to be
delivered, which can be structurally quite different across major versions and pose devethaitemyes, and is

not particularly recommended for indicating the ability to receive messages from all versions within a major version
release cycle.) This maximizes the ability of agents to exchange messages and data in these zones and, for
customers, mdamizes the utility of zones supporting different versions of this specification.

Wildcard version support is particularly important for ®lifrabled applications that are not updated with each

release of this specification. Furthermore, given that reledigbhe SIF Implementation Specification are on a more
rapid release cycle beginning with version 2.1, typically smaller in scope than SIF Implementation Specification
releases historically, it is anticipated that it will become more common feer&iBledapplications in Zones to

support different specification versions, and for more applications not to be updated with each release of this
specification. Wildcard version support also allows applications to bei®gbled at any time in a SIF
ImplementatiorSpecification major release cycle without risking the need to upgrade with the introduction of a new
minor release of the specification, particularly when the new functionality offered by the specification does not
apply to or impact the application.
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Ignoring revision releases, the changes typical of releases within a given major version are limited to new data
objects and optional additions to existing data objects (and optional infrastructure additions). This nature of a lower
release being a subset afch higher release within a major release lifedy@ad of a higher release being a

superset of each lower verstbrallows SIFenabled applications access to the same elements they rely on at the

time of their implementation from SIF messages defined hynaber of SIF Implementation Specification versions.

For associated implementation notes, \88klcard Version Support Implementation Notes

While wildcard version support in this specification is oREECOMMENDESIFenabled application developers
should be aware that this support may be mandatory in some SIF Certification Program product standards
[SIFCertification]associated with a major release cycle, if application vendors wish to establistpfiimations as
SI'F CertifiedE.

3.5 Zone Integration Server Requirements

The Zone Integration Server is the central integration point for all the agents in a zone. Depending on the message
type, a ZIS either saves information in the messages or forwarasdssages to other appropriate agents.

The ZIS implementer is free to internally manage registration and access permissions information in any form that
the implementer supports. In order to provide an example of how an administration system mayuredstthe
sections below describe a database consisting of an Access Control List and a Zone Status.

3.5.1 Access Control List

Access control is needed to ensure that the information available in SIF only originates from, and is only accessible
to, authoized agents. A ZISIAYmaintain access control on whether a zone administrator has granted an agent
permissions to register.

A ZIS MAYexhibit behavior with regard to the ACL that could be perceived by an agent as if virtual tables exists
defining the folbwing information:

Field Comments

Agent Id| The unique Id for an agent (provided as the Source IdifFaRegister  message

Register|May this agent register in the zone?

Table 3.5.11: Register

An example of this virtual table, which defines whadients are allowed to register in the zone, might be as follows:

Agent Id | Register

RamseySlI{true

Table 3.5.12: Virtual Table Example (Register)

In addition, a ZISMUSTexhibit behavior with regard to the ACL that could be perceived by an agent as maintaining
per-context/perobject permissions for each message associated with SIF's Publish/Subscribe and Request/Response
models. When an agent tries to inquire about aestiglpersonal information, for example, the ZIS needs to check if

the agent has the proper permission to request such information.
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Field ‘ Comments

Agent Id The unique Id for an agent (provided as the Source IEifraRegister  message
Context Name Thename of the SIF Context to which the permissions apply

Object Name The object being manipulated (e.§tudentPersonal , etc.)

Provide May this agent register as the provider for this object in this context?
Subscribe May this agent register assabscriber for this object in this context?

Publish "Add" Event |May this agent publish "Add" events for this object in this context?

Publish "Update" EverMay the agent publish "Update" events for this object in this context?

Publish "Delete" Even|May the agent publish "Delete" events for this object in this context?

Request May this agent request this object in this context?

Respond May this agent respond to a request for this object in this context?

Table 3.5.13: Access Control

It is important taunderstand that this is a virtual table, defining the appearance of the functionality to the agents. The
actual implementation of this functionality is at the discretion of the implementers of a ZIS. An example follows:

Publish Publish Publish

Context Add Update Delete
Agent ld |Name Object Name Provide| Subscribe Event Event Event
RamseySI{SIF_Default |StudentPersonal |true true true true true false [true
RamseySI{SIF_Default |LibraryPatronStatufalse |false false |false [false [true false
é é é é é é é é é é

Table 3.5.14: Virtual Table Example (Access Control)

In addition to access control permission violations, attempts to register any of this functionality with the ZIS may
fail due to other reasons; e.g. unsupported transport mechanisms, there already being a provider for an object, etc.
As a result, an ageftHOULbe able to gracefully handle corresponding error conditions or report those errors to a
zone administrator.

3.5.2 Zone Status

The ZISMUSTmaintain the status of the zone for implementation purposes, as well as for communicating this status
to otheragents, as defined BIF_ZoneStatus , when requested. This status includes but is not limited to:

1 product information about the ZIS;
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1 supported transport protocols, authentication methods and SIF versions;

1 supported contexts (see below for mmfermation);

1 the currently registered agents, along with applicable registration settings and the current state of each
agent; and

1 lists of currently registered providers, subscribers, publishers, responders, and requesters.

Providing examples of virtuahbles that illustrate storage of all the information associated with
SIF_ZoneStatus is beyond the scope of the specification; implementers should re3éf t@oneStatus  for
requirements.

3.5.3 SIF XML Filter

A ZIS MAYmaintain a list of XML filter rules that are applied to messages being delivered to individual agents. If

enabled, the filter&1AYinstruct the Z8 to remove the specified elements or attributes from any SIF message
containing such el ements before pl aci nigAvYaldo emoueties age i n
message which would not be de lwthes filterdareconfigurbdeusingéhe ZIH i ent
user interface is left up to the ZIS implementation. However, if this feature is supported by a ZIS, at a minimum, the

SIF administratoMUSThe able to set XML element and attribute filters on any optionalesieor attribute within

the SIF data model including the document element SIF_Message and object elements in SIF_Response. (N.B.:

Although this ZIS feature is currently optional, some locales (e.g., the UK) may require the feature to be present;

and that B elements and attributes be subject to filtering.)

Consistent with the broader scope of privacy and secur.i
modification is transmitted inside or outside the Zone, although a local logging of swity agtithe ZIS is

appropriate anRECOMMENDHBDoth the original message and the changed meséd§dbe capable of being

logged or stored by the ZIS in such a manner that a ZIS administrator with an appropriate security clearance can see

both copies oftte message.

In order to more easily support a future import and export format that will be defineRECI® MMEND iiat the
implementation within the ZIS allow for the XML filters to be specified using an XP&ATH] syntax. An

example of a set of XML filters follows. It is important to understand that this is a virtual table, definingfstirae
functional elements which may be specified by an import/export file in the future. The actual implementation of this
functionality within the ZIS is at the discretion of the implementer.

In this example, the MedicalAlertMessages and IDEA elemeateeanoved from StudentPersonal before being sent
to the AcmelLibrary agent. Also, any SIF_Event messages from AcmeLibrary have the StudentPersonal/Localld
element removed before being delivered to AcmeSIS.

Agent Id ‘SIF XML Filter

AcmelLibr |//StudentPers  onal/MedicalAlertMessages
ary

AcmelLibr |//StudentPersonal/IDEA
ary

AcmeSIS |SIF_Message[SIF_Event/SIF_Header/SIF_Sourceld="AcmeLibrary"])//Student
Personal/Localld

Table 3.5.31: XML Filter Example 1
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In this example the whole SIF message is filtered itih&ination agent is not the same as the
SIF_OriginalHeader/SIF_Header/SIF_Sourceld and if the SIF_LogEntry was published by another SIF agent in the
zone.

Agent Id SIF XML Filter

AcmelLibr |SIF_Message[/SIF_Message/SIF_Event/SIF_ObjectData/SIF_EventObject/SIF_
ary LogEntry[@Source="Agent")/SIF_OriginalHeader/SIF_Header[SIF_Sourceld!=
"AcmeLibrary"]

AcmeTra |SIF_Message[/SIF_Message/SIF_Event/SIF_ObjectData/SIF_EventObject/SIF_
ns LogEntry[@Source="A gent")/SIF_OriginalHeader/SIF_Header[SIF_Sourceld!=
"AcmeTrans"]]

AcmeSIS |SIF_Message[/SIF_Message/SIF_Event/SIF_ObjectData/SIF_EventObject/SIF_
LogEntry[@Source="Agent")/SIF_OriginalHeader/SIF_Header[SIF_Sourceld!=
"AcmeSIS"]

Table 3.5.22: XML Filter Example SIF_LogEntry

3.5.3.1 SIF XML Filter Process Rules

When processing a SIF Message for an agent, if SIF XML filters have been defined for the recipient of a SIF
message, the Zone Integration SeMé&rSThe compliant with the following guidelines.

Foreach SIF XML filter that has been defined for the destination agent, the ZIS executes a filter against the
message. For each match that is found in the message, tMlJABemove each node. If the match that is
executed results in a match of the docunedenent SIF_Message , the entire message has been held by the
XML filter rule, and the messaddUST NOTbe delivered to the recipient. Otherwise, if XML validation is enabled,
the ZISSHOULDvalidate the message after applying all element level secutity and follow normal procedures if
validation fails.

3.5.3.2 Implementation of SIF XML Filter Syntax

SIF XML filters SHOULbe implemented using support for XPath. The KISSTalso support the ability to add

one or more SIF XML filters to an agent. Mple SIF XML filter rules may be created in order to enforce a single
security rule across all of the different message types that may contain the affected data elements. While a Zone
Integration ServeBEHOULBsupport XPath rules and allow them to be etiig the end user, nothing within this
specification prevents a Zone Integration Server from also presenting a more simplified interface to the end user, in
which case, the ZIS itself may translate end user options to the associated XPath behind the scenes

Implementation notes.

1 MUST NOTilter the SIF Object "root element" BIF_Events to have the message removed. Target the
document elemer8IF_Message to filter SIF_Event messages.

1 ItisNOT RECOMMENDHDfilter optional elements when agents require these elements to exist.

1 The ZISMUST NOTrepackSIF_Response streams if an object is filtered from tBéF_ Response
stream. If a response is empty after the filter has been appli€&RhResponse SHOULDGHll be
delivered.

1 Ifthe SIF_Response message is filtered the ZIBUSTimplement the QoS implementation for when a
SIF_Response packet is dropped by the Zone.

1 The implementation of the XPaliAYneed to alter the XPath for namespace support.
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3.5.4 Zone Catext Registry

Zone Integration ServeddUSTmaintain a registry of the contexts used in each zone in order to perform contextual
message routing and to populate $1E_ZoneStatus/SIF_Contexts element. This registry will always
contain, at a minimum, thefficial list of contexts defined by the version of SIF that the ZIS supports. Beginning
with SIF Implementation Specification 2.0, each zone will, at a minimum, supp@tkh®efault  context. A

ZIS MAYallow additional contexts to be defined within ttentext registry at the discretion of the ZIS

administrator.

Access Control Lists within each contéAtUSTbe supported by the ZIS and be available for management by the
ZIS administrator. The set of ACL permissions for an agent within a cavité®{lbe ndependent of ACL
permissions for that agent within a different context.

An agent can obtain a list of all contexts currently defined in a zone by requestBi§ thneStatus  object

and enumerating the children of 8 Contexts element. An agent caretermine its ACL permissions within

the zone and each context by referring toSHe_AgentACL object and enumerating the permissions and contexts
defined within it.

3.5.5 Administration

A ZIS MUSTprovide an interface for Zone Administrators to configrmae settings, including access control
permissions. Given the distributed nature of SIF, RESCOMMENDHis be a Welbased interface. Some of the
areas that require administration are:

Administration
Start and stop the ZIS and/or set the state oZI8do "asleep” or "awake."
Security Policies
A ZIS must provide an interface for administering access control permissions as described above.

Administering the minimunsIF_EncryptionLevel for the zone (if only one encryption level is
supported, configation options are unnecessary).
Administering the minimun$IF_AuthenticationLevel for the zone (if only one authentication

level is supported, configuration options are unnecessary).
It may also include installing client and server certificate administrati
Zone Settings
If the ZIS supports more than one SIF version it must support configuration of which SIF versions are used
in a zone.
If the ZIS supports more than one transport protocol, it must allow for configuration of which transports
agents can use to communicate, including limiting communication to SIF HTTPS.
The ZIS must support configuration of the minimum accept8bite MaxBuf ferSize for the zone.
If message validation is supported and configurable, configuration to enable or disable message validation
in a Zone should be available.
Logging
Capture error and message logs to aid in tracking pending, successful and failegl delivessages.
Reporting
Report zone status and statistics.
Testing
Provide a mechanism to "ping" Pubtode agents.

3.5.6 Support Selective Message Blocking (SMB) to Resolve Deadlocks

3.5.6.1 Description
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Selective Message Blocking is a feature tatSTbe implemented by a ZIS to enable faaltitasking agents,
unable to persist portions of their message queue locally, to request information from other agents while processing
aSIF_Event message, without causing communication "deadlock” between ansageatZ|S.

This feature allows an agent to inform the ZIS with an "Intermed&ifeé" Ack message that the ZIS must
temporarily stop deliverin§lF_Event messages to the agent. The "Intermedi&t€’ Ack message must not be
used by agents in response to sagges other tha®lF_Event . The ZIS, however, can deliver other agdastined
messagesSIF_Request andSIF_Response |, to this agent. After it finishes processing 81€ Event

message this agent sends the "FisdFF_Ack message to the ZIS, which will d&rd the blocke&IF_Event
message and resume normal delivery of all messages, inclidingvent s. SMB is supported for both Push and
Pull modes.

SMB will not be supported for any Zone Service messages. In particular, asynchronous Notification message
packets will not be blocked.

3.5.6.2 Requirements

1 If, after attempting delivery of 8IF_Event message to an agent, the ZIS receives an Intermediate
SIF_Ack (SIF_Status/SIF_Code  =2) from the agent, the event is blocked andséil_Event
messages destined filie agent, whether already in the queue or that arrive while blocked, are considered
frozen. The ZIS will not deliver an$IF_Event messages that are frozen.

1 Ifno SIF_Ack atallis received, or if a transport error occurs, 815 Event must be considedean
undelivered message. The next message to be delivered to the agent will be this event.

1 The ZIS must not deliver anoth8tF_Event message to the agent until a "Fin8IF_Ack is received
(SIF_Status/SIF_Code  =3), giving the ZIS permission to discardethriginal event and resume event
delivery. TheSIF_OriginalMsgld in the "Final"SIF_Ack MUSTcontain theSIF_Msgld of the
blockedSIF_Event .

1 If SIF_Event s are frozen, the next message to be delivered is the oldest message that is not a
SIF_Event message. Onc8lF_Event s are unfrozen, all remaining messages in the agent's queue,
includingSIF_Event s, will be delivered in the order in which they would have been, had SMB not been
invoked.

1 Ifthe ZIS receives &IF_Wakeup or SIF_Register = message thetie block on any frozen
SIF_Event messages will be removed and the originally blocked message will be the next message
delivered to the agent.

3.5.6.3 Example

For a detailed example of SMB, see 8wadective Message Blocking (SMB) Example

3.5.7 Quality of Service Implementation

The Zone Integration Server is required to maintain a reliable list of all messagsspghport buffering. These

message types include: SIF_Response, SIF_Servicelnput, SIF_ServiceOutput, and SIF_ServiceNotify messages in
order to satisfy the Quality of Service validations that are present for these messages. These messages are
collectivelyidentified as the buffered message types below.

Once a buffered message stream has been completed, either by receiving the last packet or by failing one of the
validations applied, knowledge of this buffered message stream will no longer need to bmethbytahe ZIS. If

the agent initiating the buffered message stream attempts to send any more messages and message stream has been
completed, the messages will automatically fail.
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If the message stream terminated because of an error, and the Hilidtasl or has been made aware of the error,
notification of the failed message stream will be sent to the destination agent.

There remain three cases where a destination agent will not receive a complete Buffered Message stream for
request/response mesge types.

1. The responding agent never replies.

2. The agent starts a buffered stream, but never finishes the buffered stream by sending a message with the
SIF_MorePackets element set to "No".

3. The agent attempts a buffered stream, but the ZIS is unablesmtharmessage enough to read the
SIF_ServiceMsgld or SIF_RequestMsgld. If this case occurs, and the responding agent sends a subsequent
buffered message that is readable, the destination agent will be notified of the problem because subsequent
packets wil not pass the SIF_PacketNumber validation.

Management of the message buffer tracking cache maintained by the ZIS is left up to the ZIS implementation. The
ZIS is required to maintain the cache for an amount of time configurable by the ZIS administrator.

If a ZIS does remove tracking information for a messagdéUiB Tnotify any agents that have received packets from
the buffered message stream.

When an open message buffer cache entry is removed by the administrator or a timeout of the record, the ZIS
SHOUD publish a SIF_LogEntry and a SIF_Error indicating the reason it was removed.

3.6 Message Processing

To ensure interoperability, SIF defines a set of messages that are exchanged between agents and Zone Integration
Servers. The SIF messages are used fonperarious operations such as provision, subscription, event reporting,
request and response, and ZIS administration.

3.6.1 Message Validation

SIF recommends that each message receiver validate any incoming message to ensure that it is a valideéSIF messag
A message receiver should discard any messages that do not conform to the defiSififorMefssage and return
an error to the originator of the message.

This specification will evolve over time to include new messages and modifications to messaumgthaen
defined. Each agent and ZIS should explicitly define which version(s) of the specification they support and validate
each incoming message according to its version.

The SIF Association provides an XML SchefS& HEMA] corresponding to this version of the specification for
ZIS and agent implementations that choose to perform optional message validation. Implersaar@afi@e to
include additional validation above and beyond the validation capabilities that XML Schema provides.

The schemas for all versions of this specification are available from the SIF Association and can be referenced by
ZIS and agent implementatis that choose to perform optional message validafibis allows implementations to
choose schemas based on the particular version in use by an agent or a ZIS. SIF Mé&sSaged The

transmitted with hardoded references to DTDs, schemas or othiéation mechanisms. The XML "doctypedecl”
(<! DOCTYPE S| RJMUBIeND3oacgrenéIF XML messages, nor showkl:schemalocation

be used o5IF_Message .
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The schemas for supported versions of the SIF Implementation Specification enforce orddeingnfseand data

typing within objects, as per the element tables givenfiastructureandData Model In the event that ZIS and

agent implementations choose not to perform message validation, ZIS and agent implementations must still send
elementsas ordered with the types specified in the element tables (i.e-foriéd AND valid XML must be sent

for approved objects even if validation is known to be turned off). When XML validation is turned off, the sending
of draft and locallydefined objectsiot included in the schemas becomes possible, and these objects may
experimentally be sent as desired until they make their way into future versions of the specification and supporting
schemas.

ZIS implementations are in the unique position of not onlgisgnmessages they themselves formulate; they also
forward messages received from agents. When optional message validation is not being performed by a ZIS, it is
possible that the ZIS may receive a wiellmed but invalid XML message from a roompliant @ent. Under these
circumstances, and being the routing mechanism it is, a ZIS is under no obligation to correct an invalid XML
message it receives from an agent for delivery to other agents. Zone administrators can prevent invalid XML
messages from beinglivered if the ZIS supports message validation. Should it receive an invalid bdomedid

message from an agent, a ZIS not performing message validation delivers the message like any other to destination
agents.

3.6.2 Message Identification

Each messagoriginating from an agent or ZI8USThave a unique message identifisik_Msgld ). In order to
eliminate the possibility of duplicated message identifiers, and to provide a consistent way of generating these
identifiers, SIF requires the use of a gldpainique identifie{RFC 4122]as message identifiers.

The reason that a unique identifier is required is that many gesssae handled asynchronously in SIF. This

means, for example, th&tF_Response s for a giverSIF_Request message may not arrive until sometime in

the future. When th8IF_Response arrives, it will contain the origingdlF_Msgld but no other information

about the original message is guaranteed to be provided. The message originator must ensure that it will be able to
match up th&IF_Response with the original message based solely on the message identifier.

For further information concerning the generaidrGUIDs, segRFC 4122]

3.6.3 Message Security

Because of policy or legislation, providers of extrensggsitive data must never expose that data over an insecure
channel. An insecure channel at delivery time is one whose levels of authentication

(SIF_AuthenticationLevel ) and data encryptiors(F_EncryptionLevel ) fall below the values

specified by the origiating sender. Once the data is communicated to the ZIS, the originator of the message depends
upon the ZIS to enforce the security levels requested and the ZIS must not deliver that message to recipient agents
using an insecure channel. The originatingragequests the use of a secure channel at delivery time by

incorporating é&51F_Security  element in the header of the message.Slke Security  element contains
SIF_AuthenticationLevel andSIF_EncryptionLevel elements that define the minimum level of

secuity a data transport channel must provide upon delivery. If a ZIS does not deliver a message due to insufficient
security of the connection with a recipient agent, it is recommended that the ZIS log the inability to deliver the
message due to security vi@ments.

The only SIF messages that currently originate with an agent and that are ultimately delivered to other agents are
SIF_Request , SIF_Response andSIF_Event . An originating agent may addsdF_Security  element to

all messages, but these three ragss are the only ones wh&#_Security  will be examined and processed

by the ZIS.SIF_Security  is used by an originating agent to specify the security requirements of the
communication channel between the ZIS and any recipient agent at delivery tarsermantics of including the

page4lof 313


file:///C:/Users/Vince/SIFA/Projects/1_SIF_ReleaseMgmt/2.5/LatestDocs/Infrastructure/out/Infrastructure.html
file:///C:/Users/Vince/SIFA/Projects/1_SIF_ReleaseMgmt/2.5/LatestDocs/Infrastructure/out/DataModel.html
file:///C:/Users/Vince/SIFA/Projects/1_SIF_ReleaseMgmt/2.5/LatestDocs/Infrastructure/out/References.html%23RFC4122
file:///C:/Users/Vince/SIFA/Projects/1_SIF_ReleaseMgmt/2.5/LatestDocs/Infrastructure/out/References.html%23RFC4122

SIF_Security  element on messages other tiBdR_Request , SIF_Response andSIF_Event are
reserved for future versions of the specification.

The specification provides several levels of authentication and encryption protection.

3.6.3.1 SIF_AuthenticationLevel

° No authentication required and a valid certificate does not need to be presented.

' A valid certificate must be presented.

’ A valid certificate from a trusted certificate authority must be presented.

° A valid certificatefrom a trusted certificate authority must be presented and the CN field of the certificate's
Subject entry must match the host sending the certificate.

The CN field is more commonly known as the "Common Name" fi&lld. AuthenticationLevel 3 requires

thatthe CN contents match the host where the message was originated. For instance, a CN entry could be
"sifinfo.org" or perhaps "207.95.37.30". If a ZIS at Siflnfo.org (IP address 207.95.37.30) contacts an agent at
MyAgent.sifinfo.org, the agent's SIF HTTP&risport layer can look at the CN entry in the certificate that was
presented by the ZIS and compare it to the actual IP address of tt&ZIButhenticationLevel 3 ensures
that not only a valid and trusted certificate was presented but that the agenaly communicating to the ZIS
located at the IP address referenced in the certificate.

Because security is a cornerstone of the SIF specification, it is recommended that all ZIS and agent implementations
support client authentication as well as seeughentication. When client authentication is being used, the

connection first authenticates the server (the party that is being contacted) and if the authentication was successful,
the server will request that the client present its certificate for aighgon. In this manner, both the ZIS and the

agent confirm that they are communicating with the proper parties.

Since client authentication is not universally available in all SIF HTTPS implementations, client authentication is
only recommended. The nefm client authentication is reduced somewhat by using asynchronous message

delivery (Push mode) since the ZIS and the agent are both server type applications and will authenticate each other.
The need for client authentication is greater for those agetitsg for messages (Pull mode) because the ZIS never

has to initiate contact with the agent.

3.6.3.2 SIF_EncryptionLevel

° No encryption required

' Symmetric key length of at least 40 bits is to be used
’ Symmetric key length of at least 56 bits is &oused

’ Symmetric key length of at least 80 bits is to be used
4

Symmetric key length of at least 128 bits is to be used

If a SIF_Request , SIF_Response or SIF_Event is received by the ZIS that does not contain a
SIF_Security  element, the ZIS assigns the lowest [e®@Ito both theSIF_AuthenticationLevel and
SIF_EncryptionLevel , unless a Zone administrator has configured higher minimum encryption and
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authentication levels for the Zone. This means that the ZIS may distitisiteessage to any agent that has
registered with the ZIS subject to the access control security provisions in place for the zone.

The lack of &SIF_Security  element does not mean that the message will be transported in an insecure manner.
Recipient agestcommunicating with the ZIS over secure channels will receive the message in a secure manner,
consistent with the connection. Omitting tBE-_Security ~ element simply allows for those agents that
communicate over insecure channels to receive the messagdd a zone allow for insecure channels. A zone
administrator can prevent messages witl®It Security  elements being communicated over insecure channels
by configuring the ZIS and agents in the zone such that a minimum security level is maintameadytieh
communication is impossible.

For ZIS and agent implementations that support communication protocols or transport implementations where the
security of a channel cannot be determined at delivery time, it is recommended that the zone admioistate ¢

the ZIS and agents in the zone such that a minimum security level is maintained, below which insecure connections
cannot be established.

3.6.3.3 Notes on SIF_AuthenticationLevel

If authentication based on certificates is being used, care nekegieen to determine if Level 2 (anonymous
certificates) will provide the necessary level of protection. With Level 2 authentication, it is possible to use a web
browser to make secure connections to the ZIS using the certificates that are builtlintovdes. This level of
authentication is what is used by almost all Internet transactions (stock trading, shopping, financial, etc.). Level 2
does expose the user to a risk of a "Arathe-middle" attack that can't occur using Level 3 authentication.

Levd 3 mandates that a certificate issued by a trusted authority, (i.e. school district), be installed in the web browser
before the browser will be able to connect to the ZIS. This may place unnecessary burdens on the client especially if
it is likely that aithorized users may wish to connect to the ZIS using a variety of browsers.

3.6.3.4 Notes on SIF_EncryptionLevel

The major governing factor as to the strength of data encryption is the length of the cipher keypitA 128
implementation typically provides stronger encryption than ahiBidnplementation. Please note that support of
some SIF encryption levels may hégect to export control, limiting distribution of all levels in all countries
[EXPORT]

There are also two main types dfteer algorithms. The first is called a symmetric cipher, which uses the same key
to encrypt and decrypt the data. The second type is called {kalylicipher, which depends upon using a private key
of the sender along with the public key of the receiBecause of the nature of pubkey ciphers, a larger number

of bits must be used to achieve a comparable level of encryption strength.

The SIF_EncryptionLevel bit sizes are based on symmetric ciphers. A table that lists the equivalent key
length for a pulic-key cipher is listed below.

Symmetric Key Public Key

Length Length Strength

40 bits 256 bits Very weak, not recommended except for very minimal protection (i.e. prever
casual snooping but can be broken in minutes by knowledgeable attackers)

64 bits 512 bits Weak. The current U.S. "standard" has been bumped up to 64 bits from 56
the key length is still weak for sensitive data.
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